The 2007 Federated Conference on
Rewriting, Deduction and Programming

Paris, France

June 25{ 29, 2007

SecReT'07

Workshop on Security and Rewriting Techniques

June 29th, 2007

Proceedings

Editors:
Monica Nesiand Ralf Treinen







Preface

This volume cortains the papers preseried at the secondinternational Workshop on
Security and Rewriting Tedniques (SecReT'07) which was held on June 29, 2007,
in Paris as part of the fourth Federated Conferenceon Rewriting, Deduction, and
Programming (RDP'07). The rst SecReTworkshop had beenheld in Venice, Italy,
in 2006as part of the ICALP conference.

The aim of the SecReTworkshop is to bring together rewriting researters and
security experts, in order to foster their interaction and develop future collaborations
in this area, to provide a forum for presering new ideas and work in progress,and
to enablenewcomersto learn about current activities in this area.

The workshop focuseson the useof rewriting techniquesin all aspects of security.
Speci ¢ topics include: authentication, encryption, accesscontrol and authorization,
protocol veri cation, speci cation of policies, intrusion detection, integrity of infor-
mation, cortrol of information leakage, cortrol of distributed and mobile code, etc.

We would like to thank the program committee as well as the additional referees
for their work. Thomas Genet gracefully acceptedto give an invited talk on Rewriting
and Reachability for Software Security. Last but not least we would like to thank the
institutional sponsorsof RDP'07 without whom it would not have been possibleto
organizeRDP'07: the Consenatoire desArts et Metiers (CNAM), the Centre National
de la Recherche Sciertique (CNRS), the Ecole Nationale Superieure d'Informatique
pour I'Industrie et I'Entreprise (ENSIEE), the GDR Informatique Math ematique, the
Institut National de Recherche en Informatique et Automatique (INRIA) unit Futurs,
and the Regionfle de France.
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Rewriting and Reachabilit y for Software Securit y

Thomas Genet
IRISA Rennes

This talk is about using reachability analysis for proving security properties on
software modeled by Term Rewriting Systems(TRS in short). Reatability analysis
consistsin proving that a setof nal terms can, or cannot, be reached by rewriting a
set of initial terms. For instance, unreacability can be usedto prove that a software
system cannot ewlve from a state modeled by an initial term to a forbidden state
modeledby a nal term. In the eld of veri cation, this is generally known as safety
properties. Similarly, many interesting security properties are related to safety and
can thus be proved using reachability analysison TRS.

When the TRS modeling the software doesnot terminate or too big to be handled
by usual proof tools of rewriting, tree automata techniques can provide simple and
e cien t proofs for (un)reachability properties. The principle is generally to compute
or to approximate the set of reachable terms using tree automata, and then ched
that nal (forbidden) terms do not belong to this set. In this talk, | will rst sum
up some of the results concerning the exact computation of reachable terms using
tree automata. Then, | will focus on the approximated caseand explain the choices
we made in the Timbuk readhability analysistool. Next, | will give someindications
on what can be proved using regular approximations and ways to de ne them. This
will be illustrated on two applications we have on cryptographic protocols and Java
applets veri cation. Finally, | will presernt somereseart orientations in reacability
analysison TRS.
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Action-Status Access Control as Term Rewriting

Steve Barker and Marib el Fernandez

King's College London, Dept. of Computer Science,London WC2R 2LS, U.K.
f Steve.Barker, Maribel.Fernandez g@bkcl.ac.uk

Abstract. We propose an accesscontrol model that generalizesRole-Based
AccessControl by making a distinction betweenwhat we call ascribed status
and action status. The model is based upon the key notion of an event to
enable changesin accesscontrol requirements to be performed autonomously.
Our accesscontrol model is speci ed as a term rewriting system that permits
declarativ e represertation of accesscontrol requirements, proving of properties
of accesscontrol policies de ned in terms of our model, and fast protot yping
of accesscontrol chedking.

1 Intro duction

We describe a form of accesscortrol model that is basedon an interpretation of ideas
from Role-tasal AccessControl (RBAC, see[28]). This interpretation, we will argue,
is of particular relevancein situations where accesscortrol requiremerts changein a
highly dynamic way, and where the actions of users,that requestaccesso protected
resources,are important in rendering a decisionto allow the requestedaccessor not.

To addressthe requiremerts of accesspolicy represertation for dynamic, dis-
tributed information systems,we proposea variant of the Action Status AccessControl
(ASAC) model [7]. In the ASAC model, a user (a human user or software user) is
viewed as a rational ertity that can, within certain constraints, choosethe actions it
performs in order to increaseits accessto resourcesby changing its action status. A
user's action status relates to a status a user may achieve by acting in a way that
warrants the assignmen of the userto a particular status level. The assignmen of a
userto arole, asit is usually understood in the RBAC cortext, is viewed by us as
a particular form of ascribed status. An ascribed status is a status that is assaiated
with a particular role, a categorization of users(e.qg., by attributes like age), an o ce
holder, ... A user's overall status is a user's standing relative to other users,and is
determined by consideringthe user'sascribed status (if any) or action status (if any).
To model user actions, we make use of the primitiv e notion of an event: a happening
at an instance of time that involves a user performing an action. The notion of an
event provides, aswe will show, a basisfor allowing ASAC policiesto changedynami-
cally in responseto the occurrenceof everts. An accessortrol model that takesuser
actions into accourt and that allows usersto manage,to someextent, their access
to resourceswill be increasingly important in distributed applications, like securee-
trading and e-cortracting, where exible accessspeci cations are essetial and where
notions like job functions and roles are of peripheral signi cance.

In this paper we de ne the ASAC model as a term rewrite system [17/24/4]. The
ASAC model that we propose,and its represertation usingterm rewriting, cortributes
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to the literature on formal accessontrol modelsby demonstrating how accessortrol
modelsmay bede ned that permit the autonomouschanging of accesontrol policies,
the proving of properties of policies, and the evaluation of accessrequestswhen the
sourcesof accesscorntrol and user requestedinformation may be widely dispersed.
Due to spaceconstraints, in this paper we restrict our attention to corveying the
key elemens of the ASAC model and their represenation in the form of a term
rewriting system. The rewrite systemswe will de ne give a formal speci cation, and
an operational semartics, for ASAC policies. They can also be seenas a prototype
implemerntation (since they can be directly executed); e ciency issueswill not be
addressedin this paper.

The remainder of the paper is organizedin the following way. In Section[2, we
recall somebasic notions in term rewriting and accesscortrol models, to make the
paper self-cortained. In Section[3] we describe the main features of the ASAC model,
and in Section[4we de ne ASAC policiesasterm rewriting systems.In Section[5, we
discussrelated literature more fully. In Section[6, conclusionsare drawn, and further
work suggested.

2 Preliminaries

2.1 Term Rewriting

In this sectionwe recall somebasicnotions and notations for rst-order term rewriting.
We refer the readerto [4] for additional information.

A signature F is a nite set of function symimls together with their ( xed) arity.
X denotesa denumerable set of variablesX 1; X,;:::, and T F; X denotesthe set of
terms built up from F and X.

Termsareidenti ed with nite labeledtrees.The symbol at the root of t is denoted
by root t . Positions are strings of positive integers. The subtermof t at position p is
denoted by t , and the result of replacingt , with u at position p in t is denoted by
tup.

V t denotesthe set of variablesoccurring in t. A term is linear if variablesin V t
occur at most oncein t. A term is ground if V t . Substitutions are written as
in X1 ty::;Xn  tp wheret; is assumedto be dierent from the variable X;.
We use Greek letters for substitutions and post x notation for their application. We
say that two terms unify if there is somesubstitution that makesthem equal. Suc a
substitution is called a uni er . The most geneal uni er (mgu) is the uni er that will
yield instancesin the most generalform.

Definition 1. Given a signature F, a term rewriting systemon F is a set of rewrite

rules R li rii,wheelj;ri TF; X, X,andV r; VIi.Atermt
rewrites to a term u at position p with the rule I  r and the substitution , written
t ,"uorsimplyt guift, | andu tr ,. Suchatermtis called

reducible. Irr educible terms are said to be in normal form.

Wedenoteby  (resp. ) the transitiv e (resp. transitiv e and re exiv e) closure
of the rewrite relation . The subindexR will be omitted when it is clear from the
context.
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Example 1. Considera signature for lists of natural numbers, with function symbols:

— z (with arity 0) and s (with arity 1, denoting the successorfunction) to build
numbers;

— nil (with arity 0) to denote an empty list, cons(with arity 2) to construct non-
empty lists, and append (with arity 2) to concatenatelists.

The list containing the numbers 0 and 1 is written: consz;conss z ;nil , or simply
z;s z for short. We can specify list concatenationwith the following rewrite rules:

append nil; x X
append consy; X ;z consy; append x; z

Then we have a reduction sequence:

append consZ; nil ;consS Z ;nil consZ;consS Z ;nil
Letl rands t betwo rewrite rules (we assumethat the variablesof st
were renamed so that there is no common variable with | r), p the position of a

non-variable subterm of s, and amostgeneralunier ofs , andl. Then t; s r
is a critical pair formed from thoserules. Note that st may be a renamedversion
of | r. In this casea superposition at the root position is not considereda critical
pair.

A term rewriting systemR is:

— conuent if for all termst, u, v: t uandt v implies u sandv S,

for somes;

terminating (or strongly normalizing) if all reduction sequencesre nite;

— left-linear if all left-hand sidesof rulesin R are linear;

— non-overlappingif there are no critical pairs;

— orthogonal if R is left-linear and non-overlapping;

— non-duplicating if for all | r RandX VI, the number of occurrencesof
X in r is lessthan or equal to the number of occurrencesof X in I.

For example,the rewrite systemin Example[Dis con uent, terminating, left-linear
and non-overlapping (therefore orthogonal), and non-duplicating.

A hierarchical union of rewrite systemsconsistsof a setof rules de ning somebasic
functions (this is called the basis of the hierarchy) and a seriesof enrichments. Each
enrichment de nes a new function or functions, using the ones previously de ned.
Constructors may be shared betweenthe basisand the enrichmerts.

We recall a modularity result for termination of hierarchical unions from [20]
(Theorem 14), which will be useful later:

If in a hierarchical union the basis is non-duplicating and terminating, and
each enrichment satis es a genenl schemeof recursion, where each recursive
call in the right-hand side of a rule usessubtermsof the left-hand side, then
the hierarchical union is terminating.
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2.2 Role Based Access Control Models
In simple terms, the fundamental idea of RBAC is that:

— auseru of aresourceo may be assignedto a setof roles rq;:::;r, (usually asa
consequencef the user performing a job function in an organisation e.g., doctor,
CEQ, etc.);

— accesgrivileges on resourcesare also assignedto roles;

— a useru may exercisean accessprivilege p on a resourceo if and only if u is
assignedto a role r to which the privilege p on o is also assigned.

It follows, from the discussionabove, that RBAC models/policies are speci ed
with respect to a domain of discoursethat includesthe setsU of users,O of objects,
and P of accessrivileges, together with a ( nite) setR of roles

The capability of assigningusersto roles and permissions(i.e., accessprivilege
assignmeits on objects) to roles are primitiv e requiremerts of all RBAC models. The
most basic category of RBAC model, at RBAC [29] (or RBACE for short), requires
that thesetypesof assignmen are supported. The RBACH ;a4 model extendsRBACEk
to include the notion of an RBAC role hierarchy (seebelow) in addition to user-role
and permission-role assignmems. The at RBAC and RBACy,, models from [29]
are referred to, respectively, as RBACE as RBACy s logic theories in the formal
represenation of RBAC modelsin [9]. In the remainder of the paper, we will refer to
RBAC theoriesrather than models.

In the RBACH »a theory, the semartics of user-roleassignmen may be de ned in
terms of a 2-placeur a predicate (where ura is short for \user role assignmeti') and
permission-roleassignmemn can be de ned in terms of a 3-place predicate pra (where
pra is short for \p ermission role assignmen’). The extensionsof these predicates
de ne role and permissionassignmets in a world of interest.

Definition 2. Let be an RBACHa theory. Then,

- ura u;r if andonly if useru U is assignel to roler R;
- pra a;o;r if and only if the access privlegea A on object o O is
assignel to theroler R.

An RBACH 4 role hierarchy is de ned asa (partially) ordered (and nite) set of
roles. The ordering relation is arole seniority relation. A 2-placepredicate senior to ri; r;
is usedto de ne the seniority ordering between pairs of rolesi.e., the roler; R is
a more senior role (or more powerful role) than roler; R. If r; is seniorto r; then
any user assignedto the role r; has at least the permissionsthat usersassignedto
role rj have. Role hierarchies are important for specifying implicitly the inheritance
of accesgprivileges on resources.

Example 2. Supposethat the usersu; and u, are assignedto the rolesr, and r;
respectively, and that write (w) permissionon object o, is assignedto r; and read
(r) permissionon o, is assignedto r,. Moreover, supposethat r; is seniorto r, in an
RBACH »a role hierarchy. Then, using the notation intro ducedabove, this RBAC oa
policy is represetied by the relations:

ura ug;fo ;ura Up;rq ;pra w;og;ry ;prar;oq;ry ;Senior_to rq;ro :
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User-role and permission-role assignmems are related via the notion of an au-
thorisation. An authorisation is a triple u;a;o that expresseghat the useru has
the a accessprivilege on the object 0. Given an RBAC s theory , the set of
authorisations AUTH de ned by may be expressedthus:

u;a;o0 AUTH r;roura u;ry senior_to rq;rs pra a;o;r;

According to the de nition of the set AUTH above, a useru may exercisethe a
accesgrivilege on object o if:

u is assignel to the role rq, r1 is senior to a role r, in an RBACH a4 role
hierarchy, and r, has been assignel the a accessprivilege on o.

Example 3. By inspection of the user-role assignmeits, permission-roleassignmets,
and the role seniority relationships that are speci ed in Example[2 it follows that the
set of authorisations that are included in AUTH is:

U2, W;01 ; Uz2;I 01 5 Uyl 01

3 The ASA C Mo del

A key feature of the ASAC model [7] is that a decisionon an agert's requestto access
resourcesis determined by consideringthe agert's ascribed status, the agert's action
status, and any additional conditions of relevance in answering the accessrequest.
An agent's ascribed status together with the agert's action status gives a measure
of the agent's overall status level The agert's status level is used as the basis for
determining authorized actions and thus is usedin rendering a decisionon the agert's
accesgequest.

An ascribed status is any grouping of agerts by some common criterion that
agerts of the group share.An ascribed status may be assaiated with, for instance: a
particular role, a classi cation of trustworthiness, membership of an organization, etc.
Although notions like roles, attributes, security classi cations, and classmembership
have beenusedasa basisfor accesscorntrol modelsthat have hitherto beenproposed,
we view these notions as instancesof the more generalnotion of ascribed status.

The ASAC model also incorporates the additional concept of an agert's action
status. An agert's action status is determined from a history of the deliterative actions
performed by the agert. In ASAC, an agen is viewed as a rational ertity that can,
within certain constraints, choosethe actions it performs. As accessto resourcesis
determinedfrom an agert's status level it immediately followsthat, in ASAC, an agen
can (to someextent) determine its accesso resourcesbecausethe agern choosesthe
actions it performs and thus its action status.

It should be noted that an ascribed status may, of course, require an agert to
have performed some action (e.g., to be assignedto a role of manager an agert
may have had to apply to becomea manager). Howewer, the specic actions that
result in the assignmen of an ascribed status are not necessarilyof signi cance in
determining an agert's status level; what ascribed status an agert has rather than
how the ascribed status was assignedmay be the only criterion of interest in making
a decisionon access.Notice too that we will henceforth use the term status level to
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mean an agert's overall status that is determined from the agert's ascribed status (if
any) or action status (if any); we will only refer to ascribed status and action status
speci cally when it is important to make the distinction.

To understand the di erence betweenascribed status and action status, consider
an example of a human agert that is under eighteen yearsof age. The agen's ageis
the basisfor an ascribed status minor , a classi cation that is not a consequenceof
any deliberative act performed by the agen. Now, supposethat the agert performs
the deliberative action of stealing a car and assumethat no mitigating circumstances
apply to excusethe act of stealing. Then, the ascribed status together with the action
might give the agert an overall status of young o ender. In turn, the status of young
o ender may be used as a basis for determining what actions an agernt with young
o ender status can and cannot do. For example, agerts with the status of young
o0 ender may be subject to a curfew order. In a similar way, in ASAC the ascribed
status and action status of an agert u, that requeststo accessa resourcer, is usedto
determine what actions u can and cannot perform onr.

Accesscortrol models, like ASAC that take agernt actions into accourt and that
allow agerts to manage,to someextent, their accesgo resourceswill be increasingly
important in distributed applications, like securee-trading and e-cortracting. In suc
cases,notions like job functions and roles are often of peripheral (or no) signi cance.
Instead, criteria that are basedon actions, such as the quartity of units ordered by
a customer agen via acts of purchasing, may be used as the basis for determining
accesdgo resourcese.g., customersordering large volumes of merchandise may, from
their history of purchases,be determined to have preferred status and, as a conse-
guence,may be permitted to accessspecial o ers information that is not accessible
to customerswithout preferred status. By addressingsuc requiremerts, the ASAC
model cortributes to work by the accesscortrol community that aimsto increasethe
functionality and application of accesscortrol models.

The ASAC model wasalsodewelopedto deal with changing accessortrol require-
ments that can be e ected autonomously and to allow for agert determined access
control policiesi.e., by choosingwhat actions they wish to perform, agerts can deter-
mine what policies apply to them. For example, by purchasing at least 1000widgets
a month, an agert may presene its preferred customer status.

Definition 3. An ASAC policy is a triple,
SED; CORE;AS ,
where:

— SED is a Security Event Description { a history of events.
— CORE is the set of axioms de ning the ASAC model.
— AS is the set of application-speci ¢ axioms that de ne an ASAC policy.

A SED isa nite setof everts describinga happeningat a time involving an act by an
ager, and optionally may include someadditional elemens. Events are represetted
by tuples E;U;A; O;T where E is an identier, U is a user, A an action, O an
object, and T atime point.

Example 4. Considerthe following tuple:

e;; bobdepositing 1000;a;; 20060612
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This describesan event e; that happenson 12th June 2006,and involvesthe agert

B obdepositing an amourt of 1000 Euros into an object (a bank accourt) denoted by
aj.

The axioms in CORE follow next. These axioms are included in the formulation
of every ASAC policy, and specify a binary relation sla (status level assignmet):

sla U;L E;A;O;Ts: event E;U;A;O;Ts SED and
Ts currentTime and sla.init E;U;A; O;L; Ts;currentTime
and not endedsla U;L; Ts;currentTime :

endedsla U;L; Tg; T E ;A;O;T:event E ;UAOT SED and
Ts T T andslaterm E ;U;A;O;L; Tg; T :

The de nition of sla captures the following form of reasoning:

An agentU is currently assignel the status level L if:

1. an eventE happendl at a time Ts, which is earlier than the current time
T, and resulted in the initiation of U's assignmentto L, and

2. this assignmenthas not been endel before T as a consejuene of an event
E happening at a time T between Tg and T that causesU's assignment
of the status level L to be terminated.

The de nition of endedsla expresseghat:

The assignmentof an agent U to a status level L is enddl, in the interval
Ts; T , if aneventE happensattime T , wher T is atime point in Ts; T ,
and E causesthe termination of U's assignmentto L.

Application-speci ¢ AS axioms are included with SED and CORE to specify an
ASAC policy by de ning the sla_init and sla_term axioms, that represen the initia-
tion of a user's status level assignmem and its termination.

Example 5. The following clause speci es conditions on the initiation of the assign-
ment of an agert to the status level I; asa consequenc®f an agert's act of depositing
a certain amount X of moneyinto a bank accoun identied by C:

sla_init E;U;depositing X ;C;ly;Ts; T X  1000and balance C 0
and sla U;loyal and
not role U; manager and
earlier by Tg;T; 90 :

That is, an act of depositing a sum of at least 1000 Euros into accourt C within 3
months of the current-time T by an agert U, currently in credit, and suc that U has
the status of loyal customer and who doesnot have the ascribed status (i.e., role) of
manager, is a su cien t condition for an agert to be assignedthe status |;.
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In the context of accesortrol, the notion of an authorization is of certral impor-
tance. An authorization is typically de ned asatriple u;a;o that is usedto specify
that useru is able to perform the action a on the object o. In the ASAC model, we
admit a more generalnotion of authorization:

In the ASAC model, an authorization is a tuple a;u;o;s;| , which speci es that
in the context of a history of eventsl, a user u may perform the action a on object o
located in a site s.

4 The ASAC Mo del as a Term Rewrite System

In this section, we illustrate the use of rewriting systemsfor specifying the core ele-
ments of the ASAC model. We do not claim that this is the only way to formalize the
ASAC model as a rewrite system. Instead, our goalsare to showv how an executablél
speci cation of an ASAC model may be represenied, and to hint at the possibilities
of using term rewriting for accessequestevaluation and for the proving of properties
of ASAC policies when these policies are formally represerted, using term rewriting.

In the ASAC model, a requestfrom a useru to perform an action a on object o
in site s will be granted or denied depending on the user's status-level

In our represenation of ASAC as a term rewrite system, we de ne authoriza-
tions in the following way, wherethe symbols U; A; O; S;L are variables, the operator
memler is the standard membership test operator, and the function level computes
the status level of the user.

authaized A; U; O; S;L checkmember A;levelU;L ;privilegesO;S
checktrue grant
checkfalse  deny

Here we assumethat the function privilegesreturns a list of pairs (action, status level
of usersallowed to perform the action) for a given object at a given site. The privileges
function is speci ed as part of the application-speci ¢ information that is included in
a formulation of an ASAC policy.

For example, privilegescould be de ned extensionally by rules such as:

privilegeso;s aig;lin ooy amn;lin
A user'sstatus level is determined from the user's ascribed status and action status:

— Ascribed status: This is determined from ground terms or rules that de ne the
categorization of user by whatever application-speci ¢ criteria is appropriate. For
instance, role u r may be usedto specify the assignmen of useru to the role
r. Here, arole is a particular instance of the wider notion of ascribed status that
is a certral part of the ASAC model. More generally, the following rule may be

rolesu Fi1;::007q;

! For instance, the language MA UDE [16] can be usedto execute rewrite-based speci ca-
tions.
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Any number of ascribed status assignmets may berepresened in the sameway as
user-roleassignmets. In general,we will assumethat there is a function ascrited
that returns, for ead user, a list of ascribed status assignmerts.

ascriked u EEREE bT

Action status: As we have said, events provide an homogeneoushasis for repre-
serting change, a feature that is an essetial aspect of our ASAC model. In ASAC,
a user'saction status is determined from the actions that are recordedas part of
the event descriptions that relate to a useru. We view ewerts as structured and
described via a sequenceh of ground terms of the form evente;; u; a;o0;t where
eventis a data constructor of arity v e, e denotesa unique evert identi er, uiden-
ties auser,ais auseraction on object o assaiated to the event, andt is the time
at which the event happened. We assumethat the list h of events is chronologi-
cally ordered. In this paper, we only admit atomic events. However, conjunctions,
disjunctions, and sequence®f events can also be naturally accommalated in our
approad.

Givenan ewent g, wewill usestandard genericfunctions to extract the componernt
information from an event description. For instance,we may de ne afunction user
that returns the userinvolved in a given evert, as follows:

usereventE;U;A; O; T U

The ASAC modelis further de ned in terms of generic and speci ¢ functions. The
genericfunctions are leveland status together with the function ascriked and the
auxiliary functions sud asuser(seeabove). The genericfunctions can be de ned
by the following rules:

levelU;H F append status U;H ;ascribed U
status U; nil conslg; nil
status U;consE; H if U userk
then consactionStatusk ; lter E;status U;H
else status U;H

where appendis the standard operator for list concatenation, | is a default level,
statuslooksfor events involving a userU in the list H, and usesa speci ¢ function
actionStatusthat assaiatesa level l; to a useraccordingto the particular evert g
in which the userwas involved (this, of course,is speci ¢ to the application that
we are modeling). The function F, which is usedin the de nition of leve| takes
asargumert a list of status-levels assaiated to a user (both ascribed and action
based),and returns onespeci c level. The particular de nition of F dependson the
application. For example,we cantake F to be the functions maxor min returning
the highest or lowest level in the list, respectively; more elaborate functions are
alsopossible.The function Iter is usedto ched that the occurrenceof a particular
event E does not terminate some previous status-level assignmen (if it does,
those status-levels are not included in the list computed by the function status).
For instance, in the context of a banking system, a user that has had an accourt
balance greater than a certain amourt for more than a year may have acquired
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certain privileges, but if the account is suddenly overdrawn someor all of those
priviliges will stop applying. This is a speci ¢ function, and could be de ned for
instance by rules suc as:

Iter E;nil nil
Iter E;conslL; List if endE;L
then lter E; List
else consL; lter E;List

In someof the rules above we useconditionals: if bthen s; elses,. This is syntactic
sugar for the term if-then-else b;s;t , with the rewrite rules:

if-then-else true; X ; Y X
if-then-else false X ; Y Y

We also use equality tests (for example u user e); again this is sugar for
equal u;user e , wherethe function equal is de ned by rewrite rules asusual.

It follows from the discussionabove that accessequestsfrom userscan be evalu-
ated by using a rewrite systemto grant or deny the requestaccordingto the history of
everts, from which arequester'saction status is derived, and the user'sascribed status,
which is speci ed as part of an ASAC policy. More speci cally, accessrequest eval-
uation is performed by reducing an accessrequestin the form authaized a; u; o;s; |
to grant or deny Below we shawv that grant and deny are the only normal forms for
accesgequests,with respect to the rewrite systemRasa ¢ containing the set of rules
that we have de ned sofar.

4.1 Properties

As we stated at the start of this section, an attraction of represeting ASAC as a
term rewriting system is that this represertation admits the possibility of proving
properties of ASAC policies. Notions like con uence (which implies the unicity of
normal forms) and termination (which implies the existenceof normal forms for all
terms) may be applied to ASAC policy speci cations to demonstrate satisfaction of
essefial properties of policies.

In order for an ASAC policy to be \acceptable”, it is necessarythat the policy
satis es certain acceptability criteria. As an informal example,it may be necessary
to ensurethat an accessolicy formulation doesnot specify that any useris granted
and denied the sameaccessprivilege on the samedata item (i.e., that the policy is
consisten).

The following properties of Rasa ¢ are easyto chek and will be usedto shav
that the speci cation is consisten, correct and complete:

Property 1. The rewrite systemRasa ¢ is terminating and con uent.

Proof. Termination is proved using a modularity result for hierarchical unions (see
Section[Z and [20]).

To prove con uence, rst note that there are no critical pairs, thereforethe system
is locally con uent. Termination and local con uence imply con uence, by Newman's
Lemma [27].
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Corollary 1. Every term has a unique normal form in Rasa ¢ .

As a consequenceof the unicity of normal forms, our speci cation of the ASAC
policy Rasa c is consistent

Property 2 (Consistency). For any list of everts |, useru, and action a on an object
oin site s, it is not possibleto derive, from Rasa ¢, both grant and denyfor a request
autharized a; u; o;s; | .

We can give a characterization of the normal forms, assumingthat the function
symbol memker is de ned with the usual rules, and actionStatus endare de ned by a
set of rewrite rules that satis es the conditions of a hierarchical union and does not
intro duce critical pairs.

Property 3. The normal form of a ground term of the form authaized a; u; 0;s;l
whereu is a user,and a an action on o in site s, is either grant or deny

As a consequencethe policy is total.

Property 4 (Totality). Each accessrequestautharized a; u; 0;s;!| is either granted or
denied.

Correctness and Completenessare also easyto ched (again assumingthat mem-
ber, actionStatusand end are correctly de ned).

Property 5 (Correctnessand Completeness).

— autharized a; u; 0;s; grant if and only if u hasthe accessprivilege a on o in
s accordingto the ASAC policy.
— autharized a; u; 0;s; | denyif and only if u doesnot have the accessprivilege

aonoin s accordingto the ASAC policy.

Proof. Since the speci cation is consistert and total, it is sucient to shov that

autharized a; u; 0;s; | grantif and only if u hasan overall status that is assigned
the accessprivilege a on the resourceo in s. This is easyto ched in the examples
above, by inspection of the rewrite rules.

The rewrite rules provide an executablespeci cation of the policy. The rules given
above can be transformed into a MAUDE program by adding type declarations for
the function symbols and variables usedand by making minor syntactical changes.

5 Related Work

Reduction systemshave beenusedto model a variety of problemsin security. For ex-
ample, the SPI-calculus[1] wasdewveloped asan extensionof the -calculusfor proving
the correctnessof authentication protocols.The -calculusitself hasbeenusedto rea-
son about a number of basic accesscortrol policies and accessmedanisms (seefor
example[3]). Term rewriting has beenusedin the analysis of security protocols [10],
for de ning policies for cortrolling information leakage [19], and for intrusion detec-
tion [2]. Concerning accesscortrol, Koch et al [25] usegraph transformation rules to
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formalize RBAC, and more recertly, [8/30/15] useterm rewrite rules to model access
control policies. The formalization used by Koch et al provides a basis for proving
properties of RBAC speci cations, basedon the categorical semariics of the graph
transformations. The approad usedin [8/30/15] is operational: accesscontrol policies
are speci ed as sets of rewrite rules and accessrequestsare speci ed as terms that
are evaluated using the rewrite rules. Our work addressesimilar issuesto [8/25/30/15]
but provides a new type of accesscortrol model, ASAC, that we argue generalizes
RBAC. On the latter point, RBAC may be viewed asa special caseof ASAC in which
the only necessaryevents are those involving security administrators performing the
actions of user role assignmen and user role deassignmety and the actions of per-
missionassignmet (to a role) and permissiondeassignment (from arole). The everts
of consequencehat involve usersare events of activating a role and deactivating a
role. Theseewens can be naturally accommalated in the ASAC model; howewer, the
ASAC model additionally permits any number of other events to be represenied. The
ASAC model is also more general than the DEBAC model de ned in [15]: ASAC
policies can specify not only the way in which the actions performed by the users
allow them to acquire rights, but also the way in which actions can causea certain
assignmen to terminate.

The work on accesscortrol by Jajodia et al [21] and Barker and Stuckey [9]
is also related to ours. In [21] and [9], accesscontrol requiremerts are represened
in (constraint) logic programming languages.In these approadies, the requiremerts
that must be satis ed in order for requestersto accesgesourcesare speci ed by using
rules expressedin (C)LP languagesand accessrequest evaluation may be viewed as
being performed by reducing an accessrequestto a non-reducible clause (using, for
example, SLG-resolution [32] or constraint solvers[26]). The term rewriting approac
is similarly basedon the idea of computation by reduction, and hassimilar attractions
to the (C)LP approadesof Jajodia et al and Barker and Stuckey. However, in contrast
to these approades, our proposal does not require that the syntactic restriction to
accesspolicies that are locally stratie d [6] be adopted (to ensure the existence of
a categorical semartics and thus unambiguous accesscortrol policies). The ASAC
model that we have described is more expressie than any of the Datalog-based
languagesthat have been proposedfor distributed accesscorntrol (see[5/22/18/11]);
theselanguages,being basedon a monotonic sematriics, are not especially well suited
for represening dynamically changingaccessequestpoliciesof the form that we have
consideredin this paper.

Work on temporal RBAC [9/12], is related to our work on ASAC in the sense
that TRBA C models are concernedwith the important notion of changeand events.
However, in [9] and [12], the everts of interest are restricted to time/clo ck events. In
the ASAC model, any number of application-speci ¢ evernts may be represetted, in
addition to clock everts. In [13], event expressionsare usedto trigger the enabling
and disabling of roles in an RBAC model. To ensurethat a categorical semarics
exists, syntactic restrictions are imposedon the languagedescribed in [13], to treat
conicting (prioritized) event expressionssud restrictions do not needto beimposed
in our approad.

We also note that although our approac is basedon rules and everts the frame-
work that we describe has a well de ned declarative sematrtics that is quite di erent
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to the ad hoc operational semartics that are usedin, for example, active rule sys-
tems [14].

6 Conclusions and Further Work

We have described the represettation of a novel form of accesscortrol model, the
ASAC model, as a term rewriting system. Our ASAC model distinguishes between
user ascribed statusesand action statusesand is basedon the notion of an evert to
facilitate the autonomouschanging of accesscortrol policy requiremerts, which may
be speci ed by di erent accessolicy authors.

In future work, we will investigate the proving of a wide range of properties of
ASAC policies (which follow directly from the syntax of ASAC policy speci cations),
and the useof e cien t operational methods for the evaluation of useraccessequests
with respect to ASAC policies represetnied as term rewriting systems.We also note
that the idea of accesspolicy composition [31] is especially important in distributed
ervironments (where accesonrol information may needto be sharedacrossmultiple
sites). Hence,a key matter for future work is to de ne appropriate algebrasfor ASAC
policy composition. A related matter for future work is to relax our assumption of
atomic events and to treat accessequestevaluation in terms of sequencesdisjunctions
and conjunctions of events (for which an evert algebramay be de ned). We alsointend
to investigate the issue of evaluating accessrequestswhen con icting information is
received about the sameuser from di erent sitesin a distributed system.
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Abstract. The prevention of information ow is an important concern in
seweral accesscontrol models. Even though this property is stated in the model
speci cation, it is not easyto verify it in the actual implementation of a given
security policy. In this paper we model-ched rewrite-based implementations
of accesscontrol policies. We propose a general algorithm that allows one to
automatically identify information leakage.We apply our approach to the well-
known security model of Bell and LaPadula and show that its generalization
proposedby McLean doesnot protect a system against information leakage.

Keywords : AccessControl, Bell and LaPadula, Term Rewriting, Model-Cheding,
Information Flow

1 Intro duction - Motiv ations

Data protection within information systemshasbecomea major problem during the
last yearswith the growth and the decerralization of computer systems.One of the
key issuesis to guarartee that information can be accessedand/or modi ed only by
authorized users. A solution to this problem is to enforce an accesscortrol policy
within the system, which speci es the requestsfor accessthat should be granted or
denied. Moreover, an accesscontrol medanism should also prevert leak of informa-
tion. For instance, a user must be deniedto copy a sensitive le, sud as/etc/shadow
in the UNIX le system,to a le with lessrestrictiv e rights. The mechanismsusedto
enforcethis kind of policy caninvolve seweral methods, from abstract state machines,
term rewriting systems,to static information ow analysis, etc. The latter approac
consistsin statically nding out every ow of data inside the code of a program, and
then to avoid the onesconsideredto violate the security policy. This was done, for
instance, by using someextensionof -calculusasin [HR98], or directly using exten-
sions of programming languagesas in [Mye99. Other works also useterm rewriting
systems[BF06|dO07] to model accesscortrol, but they are slightly dierent sincea
rewrite systemcan specify both the security policy and the state transitions.

Sewral frameworks for de ning accesscortrol assumethat the security policy
specifying the authorized accessess correctly de ned. Indeed, they supposeit is not
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possibleto circumvent the accesscontrol mecanisms, and there does not exist a
sequenceof authorized operations which can lead to a forbidden situation.

In this paper, we shaw that this is not always the case.We proposea method in
which policy speci cation, given as a state macdhine, is separatedfrom its implemen-
tation, givenasaterm rewriting system.Then we presert a method basedon model-
cheding for automatically discovering information leakages,which usesspecic rules
to explicit the potential information o w. We show the usefulnessof the technique by
applying it on an example of policy that allows the leak of information [McL88].

This paper is organizedasfollows. Sect.[2 preseris the model of Bell and LaPadula
and its implementation using both state machinesand term rewriting systems.Sect.[3
intro ducesthe McLean model, seenasa generalizationof Bell and LaPadula, together
with the demonstration that this model allows a leak of information. Then, in Sect.[d
we de ne an algorithm basedon model-cheking to detect such leaks.

In this paper, we adopt the usual de nitions and notation for term rewriting
systemscontained in [Ter02)IBN98], which we assumethe readerto be familiar with.

2 The Bell and LaPadula Security Mo del and its
Rewrite-Based Implemen tation

2.1 A framework for access control policies

In order to expressaccesscortrol policies, we usethe mathematical framework de ned
in [JMO6]. We do not intend to presern here the whole framework, but rather the
notations usedin the de nition of an accesscortrol policy.

An accesscortrol policy is de ned as:

S;0A;

where S is a set of subjects (the active ertities), O is a set of objects (the passiwe
ertities), is security information (any relevant information necessaryto the de nition
of the security policy), A is the set of accesamodes(read, write ), is a set of states
of the systemwherethe policy is enforced,and isthe security predicate, de ning the
securestates. Roughly speaking, an accesscortrol policy speci es the system states,
and which of the states are secure.We then needto specify how to move from one
state to another. Sowe intro duce the notion of accesscorntrol model:

i R
where is a security policy, R is a set of requestsand R R is the

semarics of requests. This relation allows to expressthe modi cation expected by
the application of a request. For instance, a request R asking to add the accessA

should have a semartics de ned sud that for all i R; R ,thenA
Finally, an implementation of a model isapar ; ; ,where :R
D is a transition function over states (and D is a set of decisionssuc yesor no)

and | is asetofinitial states.
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2.2 The Bell and LaPadula model

The Bell and LaPadula model [LB96|BL73] was originally de ned for the military
domain. The main idea is that every subject and every object is assaiated with a
security level, such as Top Secret, Secret, etc. The original model dealswith discre-
tionary accesscortrol (in order to accessan object, any subject needsthe authoriza-
tion from the owner of the object) and with mandatory accesscortrol (an accessis
granted or not accordingto the security level of the subject and of the object). Since
discretionary accesscortrol can be seenasa completely separatedpart of the policy,
we have decided, without loss of generality, to focus only on the mandatory part in
this paper, which is really speci ¢ to the Bell and LaPadula model.

More formally, we write g p L; ; ; the lattice of security levels wherelL
is asetof security levels, isthe order de ned overthis set, isthe leastupperbound
and is the greatestlower bound. Then, a state gLp IS atuple m;fs;fo
where m is the set of current accessesand fs : S L (resp.fo : O L) de nes
levels of security assaiated with subjects (resp. objects). An accesss represetted by
atuple s;o0;x expressingthat a subject s hasan accessover the object o according
to accessmode x.

The Bell and LaPadula security policy is speci ed by a predicate g p asfollows.
Given a state m;fs;fo, BLP holds i the following two properties are
satis ed:

s S o O soread m f,o fgs Q)
s S 01,00 O s;o;;read m S0y write m f,0p fo 0o (2)

The property (@), also known asthe -security property, allows to prevent the copy
of an object to a lower security level by a malicious subject. Wewrite g p gLp
S;0;A; BLp; BLp Sud anaccesscortrol policy.

The setR of requestsis de ned as follows:

R ;s;0;read ;  ;s;o;write ; ;s;o;read ; ;s;0;write )
The request ;s;o0;x (resp. ;s;0;X ) isthe requestwherethe subject s asksfor

getting (resp. releasing) the accessto the object o accordingto accessmode x. The
semartics of requests R is de ned asfollows:

1S;0;X R S; 0;X
1S;0;X R S; 0;X )
wherex read;write and stands for the set of current accesse®sf
Wewrite gLp BLP Bl BLP . R the Bell and LaPadula accesscon-

trol model.

Givenasetofinitial states PL” , weintroducethe implemertation gp; B
of gip BLp Where g p is the transition function de ned in Table[d and corre-
sponds to the restriction of the original function of Bell and LaPadula, without dis-
cretionary accesscortrol and only taking into accourt read and write accessmodes,
sincethe accessnodesappend control and execute are not relevant in mandatory
accesscortrol.



20 Charles Morisset and Anderson Sarntana de Oliv eira

srp R; m;fs;f,

yes m s;o;read ;fg;f,
if R ;' S; 0;read
foo fgs o O s;o0;write m
yes m s;o;write  ;f,;f,
if R ;'S; 0;write
o O s;o;read m foo0 foo0

yes m s;0;x ;fgif,
if R 1S 0;X

no; m;fs;f, otherwise

Table 1. Implementation of the Bell and LaPadula policy

2.3 Rewrite implementation of the Bell and LaPadula model

Implemerting the Bell and LaPadula policy accordingto the transition function de-

ned in Table[ leadsto the following system:

— Let F be the signature:

R M
req : Mode S O A
s : Id Level
o] : Id Level
m S 0O A
. Access Access
read; write
s
yes no

oOwnw=xZ

Access
M

A

M ode
Level
Access

— The conditional rewrite rulesimplemerting the policy contain the variablesiy;iz;is

whosesort is Id, 11;1,; I3 which have sort Level, x hassort Accessand Yy is of sort
to be assaiative and com-
mutativ e. While analyzing the rules below the reader must be aware that there
is an underlying strategy, which tries to apply the rules in the order they are
preseried, which is actually the semarics of seweral implemertations of term

M. Pleaseremark that we considerthe operator

rewriting systems.
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r req ;sigly;oigly read ;x msig;ly ;ois;ls ;write

no X msig;ly;ois;ls ;write if I, I3 false
ro req ;sigly;oizly ;read ;y
no vy if I, 1 false

rs req ;sisly;oiplz  read ;y
yes msig;ly ;oigls jread y
I req ;sigly;oigly ;write ;X msig;ly;ois;ls ;read
no x msigly;ois;ls ;read if I3 |, false
rs req ;sigli;oig;ly jwrite ;y
yes m sig;ly ;0ig;ls ;write y
re req ;sigli;oiglz asmsigly oizlia y
yes 'y

3 The McLean Mo del

The algebra of security [McL88] can be seenas a generalization of the model of Bell
and LaPadula. One of the conceptsintro ducedin this algebrais the one of joint access.
Indeed, in some elds, asthe military one, it could be useful to consider accessas
done by a group of subjects rather than by a subject alone. A typical exampleis the
one wherein order to launch a missile, two individuals have to push a button at the
sametime. Accessesare then represerted asa tuple S;o;x , where S is a hon-empty
set of subjects, o is an object and x is an accessmode.

In order to take into accoun joint accessthe -security property, corresponding
to the property [Z is de ned in [McL88], as follows:

\astateis -secureif for any subjects S;; S, and objects 0;; 02, if S1;0;; read
m and S,;0y; write m and the classi cation of o; dominates that of o,
thenS; S, "

A direct translation of this serience leadsto the following logical formula:

S$1;S; 01,00 O
S;;o;read mo Sy 00; write m fo 0 fo O1
ST S

which is logically equivalent (by contrap osition) to:

S1;S; 01;00 O
Si;o1;read m S,; 0p; write m S S (5)
fo O fo O1

If we do not take into accourt joint accessgevery set of subjects S can be reduced
to a singleton set s , and the property (5) is equivalert to:

s 000 O ©6)
s;o;read m S ; Op; Write m fo 0o fo O1
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With this new de nition of the -property, the rewrite implementation of the
McLean model can be obtained from the one of Bell and LaPadula, by replacing the
rule ri by

rs req ;siily;oizlyread ;x msig;ly ;0is;ls ;write
no x msigly;ois;ls ;write if I3 1|, true

and the rule r4 by

rs req ;siily;oizly ;write ;x msigly;oig;ls ;read
no x msigly;oiz;ls ;read if I, I3 true

Clearly, since is only a partial order de ning the lattice of security levels, the
properties (2) and (€) are not equivalert (they becomeequivalert when s a total
order, but most of the time this is not the case).

Moreover, with such a de nition of the security policy, a leak of information is

possible.Indeed, let us considerthe lattice L min; ;I; ;max , where )
is not comparableto or andforall xinL, min x max. Let O be the set of
objects 01;02;03 and f, the security function suc that f, oy ,fo O | and
fo O3 . Let S be the set of subjects s;;s, and fs the security function sud
that fs s; andfs s l.

The state 1 my;fs;fo , represened in Fig. [, where my S1;03;read ,
Sp;01;write , is clearly not secure,since f, 0; fo 03, and so the high-level
information contained in 0z cannot goto o;.

Let us now consider the state » my;fs;f, , represerted in Fig. 2 where
mo Sy;03;read , sp;0p;write , Sp;0p;read , Sp;01;write . According to the

McLean policy, this state is securesince fq, 0, fo o3 and f, 01 fo 0o
So we clearly have a leak of information sincethis state is securein spite of the fact
that information cortained in o3 can goto o; passingthrough o;.

Fig. 1. Insecurestate Fig. 2. Securestate

We proposein the next section a method that allows usto nd out sud leaks of
information, basedon model-cheding of term rewriting systems.
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4 Mo del-Chec king Access Control Policies

Model-cheding is well adapted for searting software a ws when proof methods can-
not be fully automated for a given property. This is likely the situation for proving
that oneimplementation of a certain security model meetsits speci cation. When an
accesgortrol policy is implemented by a term rewriting system, this kind of veri ca-
tion can be performed by using a technique that cheds the readability of a certain
term, given a term rewriting systemand an input term.

Readability over term rewriting is a very generalapproad which constructs ap-
proximations of the setof normal formsw.r.t. aterm rewriting system[Gen9§. This is
done through the useof tree automata. Sincethe \target" terms represen unwanted
situations in general, if they are captured by an approximation, then they will ap-
pear in one of the derivations of the actual term rewriting system. In our work, we
usea simpli ed technique using the exact sets of normal forms, since computing the
approximations is only necessaryin a generalframework for term rewriting systems.

Roughly speaking, the algorithm we proposehere consistsin making explicit every
implicit information ow and it cheds if this information ow is correct according
to the security policy. An information ow is implicit when one can considerthat a
subject actually has accessto an object, but the correspnding accesstuple is not
preser in the set of current accessesAs an example of implicit information ow,
we can consider the following situation: if a subject s; is reading an object o, and
writing to an object o,, and at the sametime, a subject s, is reading the object 0,,
then one can consider that s, is also reading the object o;. In other words, if the
accessess;;or;read , s;;0p;write  and sp;0.;read belongto a set of accesses,
then we have to add the access s;;0;;read to this set. In this paper, we add this
accesghanks to a term rewriting systemR , represened in Fig. [3l Note that adding
a new accessn a set of accessesnay lead to the creation of new implicit information
ows.

m s;;0;; read m S;; 0y; write m sy;0,; read X
m s;;0;;read m Si; 0p; write m S,;0p;read m s;;0;;read X
if ms;;01;read X

Fig. 3. The Rewrite SystemR

The system R consistsof only one rule, and can be applied only if the implicit
ow detected doesnot already belongto the set of accesses.

In order to de ne the algorithm of detection of information leakage,we introduce
the function App which takesaterm and a (con uent and terminating) term rewriting
system, and which returns the term obtained after application of one rule of the
system.In other words, App(t, R) =1t ift grt.If norule canapplied to the term,
the function Appraise the exception Fail .

The algorithm of detection of information leakage relies on two sub-algorithms.
The rst one,represened by the Algorithm [II makesexplicit every implicit informa-
tion ow, and cheds that none of these o ws violates the security policy.
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Algorithm 1 (Verification of a set of accesses)

Verification( M : set of accesses,
R;R : term rewriting systems)=
Mg M;
While App(M4, R) Fail Do
Ma  App(M4, R);
End While;
For each m s;0;x M4 M Do
If App( req ;s;0;x ;M , R) =no M Then
Return f alse;
End For;
Return true;
End Verification;

The secondsub-algorithm, represerted by the Algorithm [2], takesa set of subjects,
a set of objects and two term rewriting systems.For ead subject and ead object, the
algorithm createstwo requestscorresponding to the read accessand the write access,
and tries to apply thesetwo requests,in order to obtain a new set of accessesThe
function Verification  is then applied to eat set of accesseslf one of them creates
an information leakage, then the algorithm stops.

Algorithm 2 (Creation of sets of accesses)

Check(S: set of subjects,
O: set of objects,

R;R : term rewriting systems)=
M ;
For each s S and each o O Do

m, req ;s;o;write ;

m, req ;s;o;read ;

If App( m,;M , R) =yes x M Then

M x M;
If App( m. M, R) =yes x M Then
M x M;

If Verification( M;R;R ) = false Then
Return "information leakage detected”;
End For;
Return "no information leakage detected";
End Check;

The di erent setsof accessesreated by the Algorithm [2 depend on the \order" of

the setsS and O. Indeed, let us considerfor instancethe setsS S1;S2;83 and O

01; 0, . If the loop For considersead subject and ead object in this order, then the
rst requestscreatedare m,, req ;S;;01;write and m; req ;s;;or;read .
If these two requestsare granted, then, in the following, the set of accessesM will
contain the accesstuples m s;;0;;write and m s;;0;;read . Hence,the algorithm
will not verify other setsof accessesvhich do not contain both of thesetuples. Since
suc setsof accessesan be reachable and respect the security policy, our algorithm is
clearly not complete. Indeed, let us considerfor instancethat only the set of accesses:

m Sy;01; read m Sy; 0y; Write m S3; 0p; read
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createsan information ow, and that this setis secureand reachable. Let us alsocon-
siderthat the security policy is de ned in away that s; canread o, S3 canread o, but
thesetwo accessesannot appear at the sametime. If the accessn s;;0;;read is rst
added, and never removed, then the accesan s3; 0,;read will never be added, and so
the information leakageis never detected.On the cortrary, if the accessn s3; 0,; read
is added rst, then the information leakagecan be detected.In order to obtain a com-
plete algorithm, we needto call the function Checkon every permutation of the setsS
and O. For instance, if S S1;S2;83 and O 01,0, , we needto call the function
Checkas described in Fig.

Check( s1;S2;83 ; 01,02 ;
Check( s1;53;S2 ; 01;02
Check( s2;51;S3 ; 01;02
Check( s2;S3;S1 ; 01;02
Check( s3;51;S2 ; 01;02
Check( s3;52;S1 ; 01;02
Check( s1;S2;S3 ; 02;01
Check( s1;53;S2 ; 02;01
Check( s2;51;S3 ; 02;01
Check( s2;S3;S1 ; 02;01
Check( s3;51;S2 ; 02;01
Check( s3;52;S1 ; 02;01

TV VDD OIVOTDD
R e

Fig. 4. Calls of function Check

This method is clearly naive, becauseit leadsto verifying seweral times the same
set of accesseshut it allows to have a complete algorithm.

In the caseof the policy described in Sect.[3, information ow can be detected
starting fromns 2andn, 2, provided that at leastthree dierent con dentialit y
levels exist, in only four steps of the execution of the main loop, whosetrace can be
seenon Fig.

We implemerted this algorithm in Tontd [KMRO5IBBK 07]. The implementation
follows the samegenerallines of the model-chedking approad employedto nd attacks
in security protocols, asdescribed in [CMRO05], which exploresthe ertire seard space
by applying all possiblerules, over ead successie state of the system, until the
undesiredsituation is identi ed.

The technique we preseried here can be adapted to ched other accesscortrol
models. It is is only necessaryto substitute the policy implementation, with the
corresponding implementation for the new model. However, if this algorithm doesnot
capture an information ow to a certain instance of a policy model, asin any other
model-cheking technique, it doesnot mean that the implementation is securewith
respect to the information ows.

3 |nttp://tom.loria.fr
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Initialization.
Generation of the setsof S s0; ;s1;1 ,andO 00; ;o01l
The set of current accessess empty: M
Step 1
Requestsgenerated Current accesses
req ;s0; ;00; ;read msO0; ;00; ;read
req ;s0; ;00; ;write : ms0O ;00; ;write
Mg M Mg M , ho information o w detected.
Step 2
Requestsgenerated Current accesses

msO0; ;ol;l ;write
msO0; ;00; ;read
msO0;, ;00; ;write

req ;s0; ;01 ;read
req ;s0;, ;o011 ;write

Mg M Mg M , no information o w detected.
Step 3
Requestsgenerated Current accesses
ms 1l ;00;, ;write
req ;s 11 ;00;, ;read msO0;, ;o01;l ;write
req ;s 11 ;00; ;write msO0;, ;00; ;read
msO0; ;00; ;write
My M Mg M , no information o w detected.
Step 4.
Requestsgenerated Current accesses

m s 1;1 ;o0 1;1 ;write
ms 1l ;o1 ;read
req ;s 1;1 ;011 ;read ms 11 ;00; ;write
req ;s 1;1 ;011 ;write msO0; ;o011 ;write

msO0; ;00; ;read

msO0; ;00; ;write

Mg ms1l ;00 ;read 2 msO0 ;00 ;write
MaM ms1l ;00; ;read . When we apply the transition rule to this request
we obtain  req ;s 1;1 ;00; ;read ;M no M which characterizes the
information o w. The execution then stops.

Fig. 5. Execution trace forng 2andn, 2
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5 Conclusion

In this paper we proposeda technique basedon model-chedking to detect information
ow in accessontrol models. We de ne the state transition function that implemerts
a security policy using a term rewriting systems. The rule-basedalgorithm we pro-
vided exploresthe spaceof all possible requestsin order to automatically identify
information ow in theseimplementations. We illustrated the application of our ap-
proach over the McLean's security algebra, a generalization of the Bell and LaPadula
security model. We showved that it fails to prevent information leakage even on a
relatively small setting.

Somerelated works use model-cheding in the domain of accesscontrol policies.
In [GRSO04, the authors verify the satis abilit y of a temporal logic formula in the pol-
icy model they preseried, but it is not clear how they could addressinformation o w.
In [DEKO6], the authors suggestto perform goal reachability over Datalog programs
as a meansto compare accesscortrol policies, but information o w is not addressed
aswell. The main advantage of our approad is that it canbe easilyadaptedto se\eral
accesscortrol policies. Furthermore, one can use automated approacesto translate
logic programsinto term rewriting systems[SKGSTO07] and then apply the algorithm
we introduce here.

As future work, we considerto extend our technique to ched other properties suc
as answering more general queries, for instance, whether accessis always denied for
a given object, or whether accessis granted and denied at the sametime to a given
request. We alsointend to enhancethe algorithm Check in order to avoid super ous
calls of this function on the seweral permutations of an accesguple.
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Abstract. The Maude-NRL Proto col Analyzer (Maude-NPA) is a tool and
inference system for reasoning about the security of cryptographic protocols
in which the cryptosystems satisfy di eren t equational properties. It both ex-
tends and provides a formal framework for the original NRL Proto col Analyzer,
which limited itself to an equational theory  of convergert rewrite rules. In
this paper we extend our framework to include theories of the form B,
where B is the theory of assciativit y and commutativit y and  is convergert
modulo B. Order-sorted B-uni cation plays a crucial role; to obtain this func-
tionalit y we describe a sort propagation algorithm that Iters out unsorted
B-uni ers provided by the CIME unication tool. We show how extensions
of some of the state reduction techniques of the original NRL Proto col Ana-
lyzer can be applied in this context. We illustrate the ideasand capabilities of
the Maude-NPA with an example involving the Di e-Hellman key agreemen
proto col.

1 Intro duction

The Maude-NPA is a tool and inference system for reasoning about the security
of cryptographic protocols in which the cryptosystems satisfy di erent equational
properties. It is the next generation of the NRL Protocol Analyzer [2]], a tool that
supported limited equational reasoningand was successfullyapplied to the analysis
of many di erent protocols. In Maude-NPA we improved on the original NPA in two
ways. First of all, in [15] we formalized the inference system of NPA, providing the
rst formal description of the tool, in terms of rewriting logic and narrowing. We also
provided proofs of soundnessand completenessMore recenly, we have beenextending
the equational reasoning capabilities of the tool. In [15], we considered equational
theories for cryptographic primitiv es and other functions given by a con uent and
terminating set of equations , asdid the original NPA. In this work, we extend the
framework to theories of the form B, where B is the theory of assaiativit y and
commutativit y (AC) and is con uent and terminating modulo B. We illustrate the
ideas and capabilities of this extension of the Maude-NPA with an example using
the Die-Hellman protocol, involving exponertiation and assaiative-comrutativ e
multiplication.

Maude-NPA usesbadkwards seard from an insecure state to nd attacks or to
prove unreadability. This is implemented using backwards narrowing with the proto-
col rulesmodulo B. There aretwo ways to do this. Oneisto usebuilt-in uni cation
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algorithms for ead theory and combination of theories. The other is to usea hybrid
approad, for exampleto usebuilt-in algorithms for B, and a genericalgorithm, suc
asnarrowing modulo B, for . We choosethe secondapproad, asbeing more readily
extensibleto di erent theories. That is, we usenarrowing at two levels: for backwards
seard from an insecurestate (i.e., B -narrowing with the rewrite rules describing
the protocol) and for the B-uni cation usedin eat badckwards narrowing step
(i.e., B-narrowing with the rewrite rules obtained by orienting ).

We have found important technical advantagesin using order-sorted theories. In
order-sorted theories, narrowing will terminate, providing a nitary unication al-
gorithm, in many casesin which unsorted narrowing will not. Furthermore, even
in the casein which both terminate, order-sorted narrowing will often produce a
smaller seart space.Two interesting examplesof this use of order-sorted theories
to obtain nitary uni cation algorithms are our approximate theory for assaiativit y
in [14], and the theory B for Die-Hellman exponertiation in this paper. In
both cases,narrowing with the corresponding unsorted theories is non-terminating,
whereasnarrowing with the order-sortedtheoriesdoesterminate. The current support
of order-sorted uni cation in the Maude-NPA leveragesCiME's [11] rich library of
composableunsorted uni cation algorithms, including any combination of assaiativ-
ity, commutativit y and identit y axioms (except assaiativit y without commutativit y).
The Maude-NPA then lters out with order-sorted information the unsorted uni ers
provided by CIME, using the sound and complete sort propagation algorithm pre-
serted in Section[4lto obtain the corresponding order-sorted uni ers.

1.1 Related work

Recerly, the modeling and formal analysis of cryptographic protocols in which the
cryptographic and other functions used obey di erent equational theories has been
an active researd topic. Much of the work in this area has concerrated on prob-
lems of secrecyand static equivalencein bounded sessionprotocols, which have been
proved to be decidable for an important class of equational theories [23[7]1/9]6]12).
For unbounded sessionshowewer, the problem is lesswell understood and has been
recertly studied in [5/4]. In [17] and [7] tree-automata basedapproximations are ap-
plied to assaiative-comrutativ e theoriesto develop abstract approximations. These
techniques have beenimplemented in tools (for Di e-Hellman theoriesin [17], and
for exclusive-or in [7]) that guarartee protocol security if they nd no attacks, but
may nd spurious attacks even if the protocol is sound. This is in contrast to the aim
of our work, which is to provide both geruine proofs of security and geruine attacks,
while using heuristic techniques, such as grammars, to make termination more likely
evenif it is not guaraneed.

Our work, which relies on backwards narrowing, requires a sound and complete
uni cation algorithm for assiative-comrutativ e theoriessuc asexponertiation and
exclusive-or. Probably the most closely related work to ours in this areais the uni-
cation algorithms for exponertiation in Narendan and Meadows [20] and Kapur,
Narendran, and Wang [19]. The theory we usein this paper is an order-sorted version
of a fragmert of the theories for which uni cation algorithms are developed there.
In this work, however, we use a hybrid approac that we believe is more readily ex-
tensible. Instead of dewveloping special-purposealgorithms for individual theories, we
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make use of an order-sorted uni cation algorithm for assaiative-comnutativ e theo-
ries, obtained in this caseby combining the AC algorithm from the CiME tool with

our sort propagation algorithm. This is then combined with rewrite theoriesthat are
terminating and con uent with respect to the AC theory. Someother work that is
closely related to ours is the work of Comon-Lundh and Delaune [10] on the nite

variant property, in which techniques are dewveloped for achieving termination even
when narrowing by itself doesnot terminate. Although this paper doesnot make use
of their results, we expectto nd them helpful to our future work.

1.2 A Diffie-Hellman Example

In order to demonstrate the useof assaiativit y and commutivit y (AC) in the Maude-
NPA, we provide an exampleinvolving the well-known Di e-Hellman key agreemen
protocol. This protocol usesexponertiation in order to generatea shared secretbe-
tweentwo parties, and is the basisfor most existing key agreemem protocols today.
Howewer, if it is usedwithout authentication, it is subject to man-in-the-middle at-
tacks in which an attacker can convince two principals who are trying to sharea key
with ead other that they actually do, while in fact they sharea key with the attacker.
Analyzing Die-Hellman without authentication allows us not only to demonstrate
how Maude-NPA handlescryptographic functions involving AC axioms, but also how
it canbe usedto nd attacks on protocolsthat use AC operators combined with other
algebraic properties of the underlying cryptographic functions.

Example 1. This protocol usesexponertiation to sharea secretbetweentwo parties,
Alice and Bob. The protocol involvesan initiator, Alice, and a responder, Bob. We use
the common notation A B : M to stand for \ A sendsmessageM to B". Raising
messageM to the power of exponert X is denotedby M X . There is a public term
denotedby g, which will be the baseof our exponertiations. We represen the product
of exponerts by using the symbol . Noncesare represened by Ny , denoting a nonce
created by principal X . The protocol description is as follows.

1. A B:A

Alice sendsher nameto Bob.
2. A B:B

Alice sendsBob's nameto Bob.
3.A B:gVs

Alice createsa new nonceN, and sendsgN# to Bob.
4. B A:B

Bob sendshis nameto Alice.
5.B A:A

Bob sendsAlice's nameto herself.
6. B A:g\s

Bob createsa new nonceNg and sendsgNe to Alice.

Intuitiv ely, when Bob receivesgN# , heraisesit to the Ng , to obtain gNa '®  gNa Ne

Likewise, when Alice receives gNe, she raisesit to the N, to obtain gNe N
gNe N~ And due to the commutativit y of the symbol , they know the equivalence
gNe N~ gNa Ne _An obsener of the exdnangewho doesnot know N nor Ng can-
not nd gV~ Ne  and soAlice and Bob have computed a sharedsecret,i.e., gNA Ne .

A
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Of course,the attacker can always learn aterm g N\~ N whereN, is a noncecreated
by the intruder, even by using a passiwe intruder model. The point is that he can also
make believe to Alice that g N~ N is the sharedkey sheis sharing with Boh This is
usually modelled by adding to the protocol a new messagewhere Alice sendsto Bob
some secret, encrypted by g N~ N | Existence of an attack is expressedby saying
that the attacker can obtain this secret.For the sake of simplicity and becausewe are
focusedin AC-theories, we omit this last part of the protocol and concerirate just in
whether the intruder can learn X N~ for someexponertiation X, where X N4 is the
key calculated by Alice.

In a rule-basedrepresenation of this protocol, parts of a received messagewvhose
make-up cannot be veri ed by a principal are represered by variables. That is, since
noncesare known only to the principal who generatedit, and retrieving the nonce
would require the computation of a discrete logarithm, we say that Bob receivwes a
variable X of a genericmessagesort instead of gN~ and similarly for Alice. The symbol

is assaiative and commutativ e and satis es the following additional property with
respect to exponertiation:

XYZ xYZ

The intruder abilities to create, manipulate, and delete messagesaccording to the
Dolev-Yao attackerOs capabilities [13] are described as follows, where we use the
special symbol _ | to represen that the intruder knows something,and | denotesthe
intruder's name:

My 1; My | X ;Y |
M: Mp | XY 1 N, |

The intruder also knows the namesof all the principals and the baseg.

If we askourselveswhether the intruder canlearn amessagex N» for somevariable
X received by Alice (represering the noncethat Alice receivesfrom Bob), the answer
is yesfor an in nite set of instancesfor X, e.g.,gN', g™ N, gt Ni N ete. If we
take instantiation X  g\', the intruder can learn the messageg N» N' by means
of the following sequenceof actions (only the three rst stepsare necessarybut we
need Alice to complete the protocol in order to believe sheis sharing a shared key
with Bob):

1.A B:A
Alice sendsher nameto Bob, but it is intercepted by the intruder.
2.A B:B
Alice sendsBob's nameto Bob, but it is intercepted by the intruder.
3.A B:gV-
Alice createsa new nonceN, and sendsgN# to Bob, but it is intercepted by the
intruder.
4. 1 A:B
The intruder sendsBob's nameto Alice.
5.1 A:A
The intruder sendsAlice's nameto Alice.
6.1 A:gV
The intruder createsa new nonceN, and sendsg' to Alice.
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The intruder is able to learn the messageg N4 N' just by raising the intercepted
messagegN» to N, . Note that the intruder doesnot needto know N,, sincehe gets
the desirede ect thanks to the equational properties for exponertiation and product
of exponerts described above.

In this example,the commutativit y of symbol and the equational property of expo-
nertiation are the relevant cryptographic properties of the protocol that have to be
consideredin order to model both the correct execution of the protocol and to nd
the attack.

In Section[Z2, we brie y introducethe Maude-NPA tool. In Section[3, we de ne the
protocol speci cation and shawv how the attack is found. We also motivate why we are
ableto nd sud an attack. In Section[d] we explain the sort propagation algorithm
usedto Iter out unsorted AC-uniers returned by the CiME tool. We concludein
Section[B

2 The Maude-NP A

We brie y introducethe Maude-NPA tool. In [15], the readercan nd further details
for the caseof a con uent and terminating equational theory B where the set
B of axioms is empty. We are currently extending the framework in [15] to the case
where the set B of axioms is non-empty and satis es appropriate requiremerts suc
as the existenceof a nitary B-unication algorithm. This paper illustrates the use
of the framework in an examplewhere B is AC.

In the Maude-NPA, protocols are speci ed with a notation derived from strand
spaces[1€]. In a strand, a local execution of a protocol by a principal is indicated
by a sequenceof messagesmsg, ; msg, ; msg;;:::; Msg, ,; msg, wherenodes
represeting input messagesare assigneda negative sign, and nodes represetting
output messagesre assigneda positive sign. In Maude-NPA, strands ewolve in time
and thus we usethe symbol to divide past and future in a strand, i.e.,

future messagegmsg; is the immediate future message).

A state is a set of Maude-NPA strands unioned together with an assiative and
commutativit y union operator & alongwith an additional term describingthe intruder
knowledge at that point. The intruder knowledge is represened using two kinds of
facts: positive knowledgefacts (the intruder knowsm, i.e., m 1), and negative knowl-
edgefacts (the intruder doesnot know m, i.e., m 1), wherem is a messagexpression.
Negative facts are essetial in our framework to denote terms the intruder will even-
tually learn in the future, and hencecannot know at the protocol state that we are
processing.Negative facts are used by our grammars to describe states unreachable
for the intruder; seeSection[3.3 The following example illustrates the notion of a
state, where we have two strands at di erent stagesof execution, and the intruder
doesalready know the messagegN~, A, and B, but doesnot yet know the nonceN,
and the messagegN' N~ :
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A ;B ; g\~ B ;A ;X & nil A ;B ;Y ;B ;A ;g\s &
Ny I gVt Na N1, AL B T K

Strands communicate betweenthem via the intruder, i.e., by sendinga messagem
to the intruder who will sendit badk to another strand. When the intruder receives
a messagethen it learnsit, i.e., a messagan is learnedin a transition from a state
with the fact m | in its intruder knowledge part to a state with the fact m | in its
intruder knowledge part (in a forward execution of the protocol). The intruder has
the usual ability to read and redirect tra c, and can alsoperform operations, e.g.,en-
cryption, decryption, concatenation, etc., on messageghat it has received. Intruder
operations are described in terms of the intruder sending messagedo itself, which
are represenied as di erent strands, one for ead action. All intruder and protocol
strands are described symbolically, using a mixture of variables and constarts, so a
single speci cation can stand for many concreteinstances. There is no restriction in
the number of principals, number of sessionsponces,or time, i.e., no data abstraction
or approximation is performed. It is also possibleto include algebraic properties of
the operators (cryptographic and otherwise) asan equational theory and also, as pre-
serted in this paper, we can include axioms sudch as assaiativit y and commutativit y
with or without identity, or only commutativit y; however, assaiativit y without com-
mutativit y is problematic becausein generalit can produceand in nite set of uni ers
(see[2)]), although in somecasest canbe approximated by weaker assaiative axioms
with a nitary unication algorithm (see[14)]).

The Maude-NPA's reachability analysisis basedon two parameters:a protocol P
represened by strands, and a grammar sequenceG  Ggi;:::; Gy usedto cut down
the seart space.Analysis is done in Maude-NPA via badkwards narrowing seard
from an (insecure) goal state SSp,q to try to prove or disprove that the insecure
state is unreachable from an initial state. States are ( B-)unied with (reversed)
rewrite rules describing state transitions via narrowing modulo an equational theory

B. Grammars Ggi;:::;Gny represen negative information (or co-invariants),

which the tool generatesthe formal languages Gi;:::; Gy,  (with m  n) represen-
ing seweral in nite sets of states unreachable for the intruder. These grammars are
very important in our framework, sincein the best casethey can reducethe in nite

seard spaceto a nite one,or, at least, can drastically reducethe seard space.

The tool tries to deduce whether the protocol is safe for SSpag or not. If the
protocol is unsafe,Maude-NPA always terminates with an intruder learning sequence
and the exchange messagesequence,provided enough time and memory resources
are available. If the protocol is unsafe,grammars can actually improve the time and
memory consumption by reducing the number of statesto be analyzed.If the protocol
is safe,the algorithm can often prove it, provided the seart spaceis nite. When the

5 This initial belief from the user may not always be correct, since some exceptions of the
form X t, describing that the actual value of variable X in the seedterm cannot match
the term t with variables, may be added to the seedterm. The grammar generation process
guarantees that the grammars nally generated always describe unreachable states.
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protocol is safe,grammars are the key technique for producing a nite seard space,
since they provide a drastic reduction on the seard spaceso that often an in nite
seart spaceis reducedto a nite one. If the protocol is safebut the seart spaceis
in nite, Maude-NPA runs forever. This provides a semi-decisionalgorithm. See[15]
for further explanations.

The protocol to be analyzed is provided to the tool as an algebraic signature

including symbols, sorts, and subsort information (see[22/8]), together with the
set P of strands de ning the protocol. Moreover, the tool expects somesed terms
sd;;:::;sdy, for the generation of the grammars Gi;:::; Gy, wherem n. In
the speci cation of the protocol-speci ¢ signature , there is a special sort Msg for
messagesThe user will add extra symbols involving the sort Msg. Special algebraic
properties of a protocol may be speci ed with symbolsin by meansof a set B of
equational axioms and a set  of equations suc that the terms in the axioms B or
equations must have sort Msg or a sort smaller than Msg. Note that we can cortrol
the level of type cheding of the order-sorted protocol speci cation to t the attacker
model or protocol description (i.e., a completely unsorted protocol speci cation will
be using only the sort Msg for the symbols describing the protocol without any other
sort).

In security analysesit is often necessaryto use fresh unguessablevalues, e.g., for
nonces.The usercan make useof a special sort Freshin the protocol-speci ¢ signature

for represeiting them. The meaning of a variable of sort Freshis that it will never
be instantiated by an E-uni er generatedduring the badwards reachability analysis.
This ensureghat if noncesare represetted using variablesof sort Fresh they will never
be mergedand no approximation for noncesis necessary However, the framework is
very exible, and the user can specify some constart symbols of sort Freshto play
with noncesthat can indeed be merged, i.e., approximated. Since variables of sort
Freshare treated in a special way, we make them explicit in the strand de nition of
the example by writing

We imposea requiremert on the protocolsthat can be speci ed in our tool w.r.t.
the algebraic properties speci ed with a set E B of axioms and equations.
Intuitiv ely, a principal can sendwhatever he/she likesbut the piecesof information
being processedby the intruder or by a principal are always simplied w.r.t. the
oriented versionof modulo B. Wesay aterm t is 5 -irr educible if it is a normal

form modulo B w.r.t. the oriented version of ,i.e.,norulein canbeappliedtot

modulo B. We say that aterm t is strongly 5 -irr educible if for any substitution

and variable x such that x is 5 -irreducible for ead x in the domain of , then
t is 5 -irreducible. Then, the requiremert that we imposeon the protocols is

that all messagesppearing in the reacability and grammar generation stageshave
to be strongly B—irreducible, except for output messagesn a strand (i.e., m )

and positive knowledgefacts (i.e., m |); see[15 for details.

Another important aspect of our framework is that everything the intruder can
learn must be learned through strands, i.e., the intruder knows nothing in an initial
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state. Howewer, this is not a limitation, since we can always include strands of the
form M for any messageM the intruder is able to know at an initial state.

3 Finding Attac ks by Equational Reasoning

3.1 Specification of the Diffie-Hellman Example

Continuing with Example[I we candenotenonceNy by n X;r , wherer is a variable
of sort Fresh The generator used as a base is denoted by the symbol g. Raising
a messageM to the power of an exponert X is denoted by exp M;X . And the
product of exponerts X 1; X, is denotedby X1 X,. The namesof all the principals
are xed using constarts a and b, sincethey are just roles. The name of the intruder
is denoted by constart i. The order-sorted signature  de ning the Di e-Hellman
basedprotocol is the following:

a: Name b: Name i: Name
n:Name Fresh Nonce g: Gen
exp: Gen Exp NeNonceSet Exp exp: Gen NeNonceSet Exp
_ _:NeNonceSet NeNonceSet NeNonceSet

together with the following subsort relations

NameNeNonceSeGen Exp Msg
Nonce NeNonceSet GenExp Gen Exp

Algebraic properties are described using the following AC axioms B and equations
in E:
B XY zZz X Y Z; X Y Y X
expexp W;Y ;Z exp WY Z

where X ;Y; Z are variables of sort NeNonceSetand W is a variable of sort Gen Note
that the sort of variable W hasto be Gento have a nitary unication algorithm, as
discussedn Section[3.2 below. We omit the identit y property for symbol becauseit
is not relevant for this example, although we can handle it as explained in Section[4l
In the following, we omit sorts of variables wheneer there is no possible confusion.
Variables are written in uppercase,exceptfor variablesr;r ;r of sort Fresh

The strands P assaiated to the three protocol stepsshown in Example [1 are as
follows, one for ead principal (or role) in the protocol:

(sl) r:Fresh a ;b ;expgnar ;b;a;X
This strand denotesprincipal Alice sending her name, Bob's name, and
the generator g raised to the power of a new nonce generated by Alice
using the Freshvariable r. Then, Alice waits for Bob's name, her name,
and an unknown messageX .

(s2) r :Fresh a ;b ;Y ;b;a;expg)n b;r
This strand denotesprincipal Bob waiting for Alice's name, his name,and
an unknown messageY . Then, Bob sendshis name, Alice's name, and the
generator g raised to the power of a new nonce generatedby Bob using
the Freshvariable r .
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The following strands describe the intruder abilities according to the Dolev-Yao at-
tacker's capabilities [13]. Note that the intruder cannot extract information from
either an exponertiation or a product of exponerts, only composethem.

(s4) My :M,; M1 My, Multiplication

(s5) M; M, ;exp Mq; M3 Exponertiation

(s6) g Generator

(s7) A All namesare public

(s8) r :Fresh nir Generation of its own nonces

The strongly 5 -irreducibilit y requiremert implies that if a messagef the form

exp X;Y whereX is of sort Expappearsin an input messageof a protocol strand or
asa negative knowledgefact _ | of the intruder's knowledge,it must be split into two
cases(corresponding to two di erent protocol states) the messageexp X;Y , which
is restricted to strongly 5 -irreducibilit y, and the messageexp g; X Y , where

substitution X  exp g;X is propagated.

3.2 A Finite Unification Algorithm for B

We explain why narrowing modulo B provides a nitary uni cation algorithm for
the theory B , allowing usto automate the badkwards reachability analysis. Note
that the theory B is closelyrelated to a fragment of the theory of exponertiation
givenin [20] and to larger exponertiation theoriesin [19], for which nitary uni cation
algorithms are known [20/19]. However, instead of using those algorithms, we adopt
the modular hybrid approac described in Section[Il and perform narrowing with

modulo B asa B -uni cation procedure.We sa that B is \closely related"
to a fragment of the theories in [20/19], becausethese exponertiation theories are
unsorted, whereasB is an order-sorted theory, which turns out to be crucial for

narrowing with  modulo B to terminate.

The key point is that the term exp W;Y Z is a constructor term in the order-
sorted senseput obviously not a constructor term in the unsorted sense A constructor
term in the unsorted senseis a term built up with only constructor symbols and
variables. Given a set of rewrite rules |y ry;:::;l5 rn over an unsorted signature

, a function symbol f in is called a constructor if it doesnot appear as the root

subtle, sincethe symbol f can be overloadedand can be a constructor (in the sense
that no rules apply to it) for sometypings and a de ned symbol for other typings.
That is, the symiol f can indeed appear in a lefthand side |;, but it should never
be possibleto type that lefthand side, or any of its well-sorted substitution instances

li , with any of the constructor versionsof f. In our case,exp is an overloaded
function symbol, for which the typing exp : Gen NeNonceSet Exp is indeed
a constructor operator in the order-sorted sense,since any well-typed substitution
instance of 's lefthand side exp exp W;Y ;Z must necessarily have for its top
symbol the typing exp : Gen Exp NeNonceSet Exp, and can never have the
typing exp : Gen NeNonceSet Exp. In particular, exp W;Y Z is a constructor
term as claimed.
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The next key obsenation isthat  is con uent, terminating, and coherert modulo
B (see[18] for these notions). Coherencemodulo B is particularly easyto ched,
sincethe assaiative-comrmutativ e multiplication symbol in B doesnot appearin 's
lefthand side exp exp W;Y ;Z . We can then use Theorem 5 in [18] to ensurethat
narrowing with modulo B provides a complete B -uni cation algorithm; and
Theorem 9 in [18], plus the fact that exp W;Y Z is a constructor term, to further
concludethat narrowing with  modulo B terminates and therefore such a B -
uni cation algorithm is nitary .

For all this to work we needthe Maude-NPA to support order-sorted uni cation
modulo B. How this is achieved, not only for the above theory B, but for any combi-
nation of assaiativit y, commutativit y, and identit y axioms (except for assaiativit y
without commutativit y) is explainedin Section[dl

3.3 Reducing the Size of the Search Space

Grammars represetting seweral in nite sets of states unreadhable for the intruder
are very important in our framework, sincethey represen negative information (co-
invariants) that will be usedto cut down the seard space.

As explainedin [15], the Maude-NPA starts out with the seedterms, which repre-
sert knowledgethat the userbelievesis not known by the intruder. There are only two
typesof seedterms: (i) t L, denoting that the term t of sort Msg is unknown
for the intruder without any restriction, and (i) t , | t L, denoting that the term
t of sort Msg is unknown for the intruder provided that the subterm t , is certainly
unknown by the intruder, i.e., provided that the factt , | appearsin the intruder's
knowledgeof the state of the protocol that we will be processingat eachh momert. The
initial grammar for Example [ containing four languageproductions is as follows:

X nar L nar L X nbr L nb;r L

For instance, languageproduction X n a;r L denotesaformal languagein-
cluding any message; t, sud that subterm t; is of sort NeNonceSetnd subterm
t, is of the form n a;r where a is the constart denoting Alice and r is a variable.
The nal grammar turns out to be the sameasthe initial grammar, and thus we omit
the details about the grammar generation, which can be found in [15]. Therefore,
any messagem belonging to the formal language denoted by X nar Lis
unknown for the intruder and any state cortaining m as an input messagei.e., m )
or as part of the intruder knowledge (i.e., m 1) is unreacable for the intruder and
discarded.

In this work we also make use of an additional state-reduction feature, namely a
notion similar to the \lazy intruder" of Basin et al. [3], but for badkwards instead of
forward seart. This feature was already implemented in the original NRL Protocol
Analyzer [21] and is independent of the use of any equational theory. Note that this
feature is an additional state-reduction feature complemering the state reduction
provided by grammars, but both features are useful.

We give the main intuitions but do not explain this feature in detail; a detailed
explanation will appear elsewhere The key idea behind our lazy intruder is to refrain
from searding for terms that we know can easily be found by the intruder. At the
sametime, if the term becomesdlater instantiated to somethingthat is not so readily
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obtainable, then we rollback to the state in which the term rst appearedin the
intruder knowledge. Terms that the intruder can easily nd include variable terms,
publicly known terms, and terms which an intruder could compute from variablesand
publicly known terms. The expressionexp g; X in our Di e-Hellman protocol is an
example of such a lazy term, since g is publicly known, X is a variable, and exp is
computable by the intruder.

3.4 Backwards Reachability Analysis

The nal state we are looking for is one in which Alice receivesY asthe nal mes-
sageand computesexp Y;n a;r , while the intruder alsolearnsexp Y;n a;r . As
explainedin Section[3.1] we actually specify two nal attack states, onein which the
intruder learnsexp Y;n a;r , andonein which the intruder learnsexp g; X n a;r ,
where both terms are strongly 5 -irreducible. SinceY is of type Gen or Exp, the

rst caseis irreducible only whenY  g. This correspondsto the casein which the
intruder sendsg to a, which can be detectedand discardedby a. We treat the second
casein more detail below.

The nal attack state pattern to be given asinput to the systemis:

r:Fresh a ;b ;expgnar ;b;a;expgX nil &
expg; X nar 1;K

The intruder knowledgeis essetial in the badkwards reachability processand thus
variable K will be appropriately instantiated by narrowing. Using the above attack
state pattern, the grammar with four language productions, and the lazy intruder
feature described above, our tool is able to nd the following initial state of the
protocol:

r:Fresh nil a;b;expgnar ;b;a,;expgX &
nil expgnar ;X ;expgX nar &
expginar I;expgX nar |

Note that the secondstrand is, indeed, an intruder strand introduced by the badk-
wards reachability processdenoting that whenewer the intruder knows the message
exp g;n a;r (variable r is bound in this context) and knows any messageX of sort
NeNonceSethe can combine them and generatemessageexp g; X n a;r . Intruder
strands generating messaged , a , and exp g; X  are not included in the initial
state, sincethe lazy intruder avoids searding for them. The previous state is an initial
state of the protocol becauseall the strands are in their initial position (i.e., every
messageis in the future), and the intruder does not know but evertually will learn
messagesxdcanged in the protocol run. The concrete messageexcange sequence
leading to this attack is:

a :b:expginar c:expgnar X :expgX nar :b:a :expgX

which correspondsto the intuitiv e description of the attack explainedin Section[1.2
Actually, the tool returns an in nite number of attacks, since X can also be the
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product of any number k of intruder nonces;one attack is returned for ead positive
K.

4 Order-sorted Unication Mo dulo Equations

As the protocol is speci ed using an order-sorted theory with AC axioms, narrowing
requires an order-sorted AC uni cation procedure. In fact, the use of order-sorted
featuresis essetial for AC-narrowing to terminate with the given protocol's equations

. One major challengein dewveloping such a procedureis that producing an e cien t
AC uni cation proceduretakesconsiderablee ort, yet existing tools supporting AC
uni cation sud asCiME [11] only support unsorted theoriesrather than order-sorted
theories.

Our solution hasbeento partition order-sorted AC uni cation into two steps: (1)
we drop the sort information and useCiME [11] to compute a complete set of unsorted
uni ers; and (2) we apply a sort propagation algorithm, described below, which con-
structs zeroor more order-sorted uni ers from ead unsorted uni er. Our approacd is
not restricted only to AC uni cation, sincewe allow any combination of assaiativit y,
commutativit y, and identit y, except assaiativit y without commutativit y.

Although theoretically there may be many more order-sorted uni ers than un-
sorted uni ers, in practice we have found that the opposite is usually the case.Many
unsorted uni ers can be eliminated when consideringsort constraints, becausea vari-
able is bound to a term with an incompatible type. For example,we can eliminate an
unsorted unier  which binds a variable X:Nonceto a term (Y:Nonce ; Z:Nonce)
represerting a nonceset.

Due to the fact that the unsorted uni cation procedureignores sort information
and the sort propagation algorithm ignoresthe equations,the order-sortedtheory E

;B where S;F; isanorder-sortedsignature with posetofsorts S; and
function symbols F Fws ws s s, Iisrequired to satisfy seweral requiremerts:

— Each connectedcomponert s S , Where is the equivalencegenerated
by the subsort ordering , must have a top-most sort ¢ ;

— Eachaxiom!| r B mustbesort-preservingand ead variablein Var |  Var r
must have a top-most sort; and

— Eachtermt T X must have a unique leastsort swith't T X .

These requiremerts are not too restrictive for our purposes.We can guarartee that
ead commutativit y and identit y equation is sort-preservingby intro ducing extra sorts
and operators declarationsto completethe theory. The other requiremerts are already
required by Maude for e ciency purposes,and are chedked automatically by Maude.

4.1 TUnsorted Unification

As a rst step, the sorts from the order-sorted signature S;F;  aredropped
to obtain an unsorted signature F, where ead operator f  Fg, ... :s iS mapped to
an unsorted and disambiguated operator f TR where its original connected

componerts are made explicit. Given the uni cation problemt g u, we renamethe
operators in t and u and make the variables unsorted in a set X to obtain unsorted
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terms ;U Tz X . We then passthe unsorted uni cation problemt 5 U to CiME.

CIME, and we reversethe renaming processto obtain mappings 1;:::; n : X

T X . At this point, eadch mapping ; is not necessarilyan order-sorted unier,

becausevariables may be bound to terms that have a sort incompatible with the sort
of the variable. To remedy this situation and obtain a complete set of order-sorted
uni ers, we passead mapping ; to the sort propagation algorithm described below,
and take the union of all the order-sorted uni ers returned for eat unsorted uni er.

4.2 Sort Propagation

The sort propagation algorithm generatesa complete set of order-sorted uni ers
1;::0 n from a given mapping : X T X sud that any possible order-
sorted unier  to the problemt g u that is an instance of the mapping is an
instance of one of the uni ers ;| generatedby the algorithm. The algorithm maintains
a disjunctive set D Co;:::Cn of sort constraint problemswhere eath C; is a
conjunction t;:s; tn, :Sn, - A solution to C; is a substitution : X T X
sud that t; T X g forj ni. A solution to D is a substitution  that is a solu-
tion to at least one problem in the set. The correctnessof the algorithm is obtained
by observingthat although the problems changewhile the algorithm executes,the set
of solutions to the problems doesnot.
From , we construct the initial setDg X1 :S1 Xn :Sn , Where
X1;:::Xn X areall the variablessudh that  x; Xi ands; is the sort of the variable
x; for i n. We then exhaustively apply the transformation rulesin Fig. [ on Dg to

the total number of predicatesin a problem. In the nal setD, Cy;::1;C, , eath
problem C; hasthe form x;:s; Xn; :Sn, Whereavariablex X appearsin a
most one predicate Xx;:s; . From ead C;, we generatea sort specialization mapping

i X X that maps ead variable x; with j n; to a fresh variable with sort s;.
The nal setof order-sorteduni ers generatedby isthentheset q;:::; m where

i i .

The nal setof order-sorteduni ers is complete, becauseead order-sorted uni er

can be seenas an instance of a mapping derived from an unsorted uni er  returned
by CiME, and a sort specialization mapping ;. The latter can be seenby observing
that ead application of an inferencerule in Fig. [ presenes the set of solutions
under the assumptionsthat the equations B are sort-preserving and that ead term
t T X hasaleastsort.

5 Conclusions

In this paper we have illustrated the extension of the Maude-NPA to reasonabout
protocols whoseequational theories are given by con uent and terminating equations

modulo someaxioms B, using a Di e-Hellman examplewhereB  AC. Further-
more, the use of order-sorted theories has beenshown to be important in obtaining
uni cation algorithms for B. Although at preser, the Maude-NPA can handle
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Fig. 1. Sort Propagation Transformation Rules

order-sorted theories B where B can contain any combination of assaiativ-
ity, commutativit y, and identit y (except assaiativit y without commutativit y), much
work remains ahead, such as: (i) building in order-sorted uni cation algorithms for
e ciency purposes;(ii) improving grammar formalisms to reduce the seart space
in the modulo B case;(iii) dewveloping additional optimization techniques; and (iv)
deweloping other casestudies involving other equational theories.
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Abstract.  Simulators and analyzers for proto cols do not distinguish between
the local 'subjective' view of the agerts and the global ‘objective' view of the
analysis perspective. In practice this meansthat security analysis in general
and proto col analysisin particular do neither model the agerts local beliefs nor
their local deduction power in a satisfactory way. This paper suggestsa solu-
tion to the problem by proposing a new approach to epistemic logic, explained
in terms of term rewriting, in order to make agerts capable of performing log-
ical deductions themselves. Local deductions of security properties, lik e trust,
are crucial to assurethat the agerts can expand their knowledge about the
environment they inhabit.

1 Intro duction

Languagesof epistemic logic ([10], [13], [5]) have beenusedto expresssecurity prop-
erties ([2], [7]) and to analyzeprotocols ([1], [3], [4], [11], [12]). Yet, it is not clear from
any of the standard approaces how beliefs and knowledge should be interpreted in
the context of real agerts { asthe semartics of the systemsare typically rather ab-
stract. The typical approadcestakesa global view on the modeling and analysis of
security critical system. Readability analysisis usually performed by generating ex-
ecutionsin terms of sequence®f protocol everts, while theorem proving approaces
deploy a high level and \ideal" perspective on the epistemic operators. Henceif an
agert is equipped with a classical deduction engine, the agert would try to prove
in nitely many theorems.In practice this would meanthat the agert would use most
of its computation resourcesproving theorems. This is a problem, of course,sincethe
applications and protocols call for concreteanswersto real problems. Real agerts do
not have unlimited reasoningpower, and their memory is always bounded. In other
words: agerts are nitary . Moreover, most of the theoremsthat are provenin classical
normal epistemiclogic is ertirely irrelevant to agers acting in a security critical ervi-
ronment. Abstract denotational semariics that interprets axiomatizations of idealized
epistemiccapabilities is inappropriate to understand agency Weturn the problem up-
sidedown: The belief operator is given a concreteoperational interpretation, therefore
the epistemic axioms are revised according to the practical needsof the agert. Thus
the logic and its semartics approac actual agent behaviour. If agerts perform logical
deductions locally, then two aspects becomeimportant: rst that the deductionster-
minate as e cien t as possibleand secondthat agerts are focusedtowards obtaining
useful beliefs. Sincethe life-cycle of agens are executedwithin a tool, termination of
the local deductionsis a particular important problem to solve.

Trust is one important example of a security property that involves local de-
ductions. Trust is currently a large researd eld. We are only concernedwith the
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straightforward communication-oriented interpretation, introduced by the BAN logic
[31.
An agen a trusts an agert b, if a believeswhatever b says is correct.

The part \whatev er b says" includesthe referenceto a secondorder quarti er. Hence
if agert b sendsa messagdo a saying F, then a should be able to infer that a believes
F, whatever the sertencesF cortains.

The paper addressesthe following questions: Is it possibleto build agens that
are capable of making secondorder inferences?Are there e cient ways to do so?
Fortunately the answer is yes,although problems about termination pop up at every
corner. A tiny secondorder languageis introducedin Section[Z in order to formalize
the notion of trust and other security properties. Then in Section[3] an operational
semartics is given in rewriting logic. In Section [4 we explore desirable epistemic
inference schemesin the cortext of term rewriting, and revised temporal versions
of the standard axioms are preseried.

The minimal logical deduction systempreseried is the logical kernel of the agerts
in the simulator PROSA, as depicted in Figure [l PROSA [8] is a framework for the
speci cation and static and dynamic analysis of protocols. PROSA is implemented
in Maude, which is based on rewriting logic. In this paper we mainly consider the
modules Local deduction and Communication as depicted in Figure

Precompiler ~ Simulator
———>
Validation Communication

Protocol
Algebra

Static
Analysis

Protocol-execution

Local deduction

Matching
Substitution

Fig. 1. Architecture of PROSA.

The concrete and operational interpretation of the belief operator also put new
light on epistemic logic. Epistemic logic has beendewoted to the investigation of two
main interpretations: implicit or ideal beliefs and the notion of explicit or concrete
beliefs. Neither of these approadtes have explored real practical agerts performing
local deductions.

Finally the investigation sered asa successfubxampleof methad integration, term
rewriting is usedto calibrate logical axioms. Unlike common approades, the belief
operator is given a concrete interpretation: The deduction engineis focusedon the
agerts capability of performing e ectiv e deductions.

2 Formal specication of security prop erties

In this sectionwe de ne a languagefor specifying security properties basedon tem-
poral epistemiclogic, and give someexamplesof formalizations of security properties
like trust, con dentialit y and honest.
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2.1 The formal specification language

A secondorder language[14] for specifying security properties, denoted L s, can be
de ned as follows: The agent terms include agent names and agent variables The
agert terms are typically written a, b, ¢, while the agert variables are denoted x; y,
X1;X2;:::. Secondorder variables X ;Y are place-holdersfor arbitrary serences.

Definition 1. Let a and b be agent terms, x an agent variable, and X a sentene
variable. L s is the least languages.t.:
i a b Agenta, X Ls.

ii if', . L s, then so are the following:
L , propositional logic
Transmita;b;" , \a sends' to b’
Bel, ' \a believes' "
U, \'" holdsuntil  holds"
X', 1. order quanti c ation
X . 2. order quanti c ation

Even though the language appears to be very expressie, due to the secondorder
variables and quarti ers, there are somestrict limitations: Unlike -calculus, general
functional application in L s is not permitted, like X y or X Y . Sincea sertence
might cortain secondorder variables,an X instance ™' might have degreelarger
than the original sertence . We sa that:

Definition 2. The minimal syntactic complexity of a sentene ' , denoted deg' , is
de ned by obviousrecursion:

() dega b degAgenta deg X 1

(i) deg deg Bel; ' deg Transmit a; b;’ deg’ 1
(i) deg' deg' U max '; 1

(iv) deg x' deg X deg’ 1

Since there are both rst and second order variables, two substitution operators
are needed.First order substitution, subt; x; e reads \replace the variable x with
the term t in the expressione'. The secondorder substitution function, denoted
sub F;X; , replacesevery occurrenceof the sertence variable X in the sertence
by the sertenceF. Both sub t;x; andsub F;X; arede ned by obviousrecursion
ondeg . Although it is possibleto write serencesin L g with free rst or second
order variables, it is prohibited in speci cations. Substitution over quarnti ers is then
dened by subt;x; vy y subt; x; if x y and sub t; x; x X .
The de nition for secondorder substitution is similar. The function SUB S;  re-
cursively substitutes a set S consisting of pairs of agert variables and terms t; x ,
and sertence variables and sertences F;X into the sertence : It is de ned by
SUB ; , SUB t;x S; SUB S;subt;x; , SUB F;X S;
SUB S;sub F; X;

The propositional connectives and aredenable from and ,anda b
i a b.Let Gdenotea nite setof actual agen namesG ai;iil;an , and X
be an agen variable. The next and future operators are de nable from until by the
equations ' % U and@' * U’ (in the properfuture), ' *" ' @'
(now and always in the future). An epoch is de ned asan interval in discretetime, in
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which a given sertence' holds, henceepoch is an operator de nable within L s by

me defnmoivwhich meansthat the sertence’ holds from time n to time

n m.

2.2 Security properties

Although the corelanguagel s presened in de nition [is small, it hasthe power to
expressa large set of high level properties, both properties about single agens, and
relations betweenagerns [9).

Trust The sertence\agent a trusts agert b', which meansthat the agen a believes
everything that b says, is denoted Trust a;b . We say that a is the subject (trustor)

in the relation and b is the object (trustee) in the relation. A standard formalization
of the relation is:

def

Trust a;b X Transmit b;a; X Bel, X

The agert b might not know or believe that a stands in this relation to her. If b
believesthis is the casethis readsBel, Trust a;b . If a doesnot trust b, we say that
a lacks trust in b, formally Bel, Trust a;b .

Confidentiality An important conceptin computer security is the notion of con -
dentiality. A fact' is contingent secret for a group of agerts G, written CSecretG;"'
i every agent not in the group doesnot possess , formally:

def

CSecretG;' X Agentx x G Bel, '

Yet corntingent secrecydoesnot reveal much of the true nature of secrecy a sertence
' might be cortingent secretby chance.It is more commonthat given facts are secret
within aepoch, [ CSecretG;' ,that is,' iscon dential with respectto the group
G from time n to time n  m. An even stronger notion is obtained by requiring that
agivenfact ' remainssecretin the future, formalized by CSecretG;'

Honesty An agert is honestif the agert believesewverything it says:

def

Honest a X 'y Transmita;y; X Bel, X

Honestly is an example of a character. A set of characters constitute a personality, in
other words: the attitude of the agert.

3 Operational semantics for the security language

Agents communicate with other agerts over a network. A messagein the network
consistsof a messagecortent m, the sender'sname and the receivers name. If a and
b are agert names,and m is the messagecontent we write msgm from a to b.
The ertities agentsand messagesre the only inhabitants in the network model. We
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introduce the parallel operator , and usethe notation 0, 0, ::: 0,, to express
that the ertities 0p;0;;:::;0, coexist concurrertly. A rewrite rule t t can be
interpreted as a local transition rule allowing an instance of the term t to ewolve into
the corresponding instance of the pattern t . Each rewrite rule describes how a part
of a con guration can ewlve in one transition step. A con gur ation is a snapshot of
a dynamic system ewlving. The parallel operator is an Abelian monoid over the set
of con gurations with an identity elemen (the empty con guration). The agen is a
structure containing four slots:

id bel, pers in; out
agent name  get of sentences personalit y bu ers

where id denotesthe identity or name of the agen, while bel denotesits current
set of keliefs. In the paper we also consider the interpretation of beliefs as a bag of
formulas (multiple occurencesare permitted), and shov how bagsand cortraction of
beliefs do not have any undesirable e ects. The beliefs are interpreted extensionally,
that is informally we say that Belg ' if and only if ' bel The variable denoted
in represerts the in-bu er - messagesvaiting for processingin protocol, while out
denotesthe out-bu er - messagesntended for transmission.

The personality of an agert is given by a set of characters. Honesty, de ned in
section[2.2, is an example of a character. Examples of characters that might be pos-
sessedby a given agert a include dishonest (a always tell the opposite of what a
believes), conscious (a remenbers ead interaction), forgetful (a forgets ead interac-
tion), verlose (a tells everybody everything that a believes), silent (a is not sending
any message)9].

The personality of the agerts determines which actions they prefer to do and
which actions they can do. For corveniencewe assumethat every agen is conscious
and that attributes not usedin arule are omitted. The decisionto sendmessagess a
consciousact of mind, messagesre addedto the out-bu er of an agen, meaningthat
it is in a state of being ready for transmission. The rule SEND is given as follows:

a bel persin;out  Transmita;b;F
a bel Transmita;b;F ;persout msg F from a to b
if Honesta persandF bel

In the rule for receivingmessageshe agert bbelievesthat he hasreceivedthe message
and b also memorizesthat a is an agert, as given by the REC; rule:

b bel, persin;out msg F fromato b

b bel Transmita;b;F ;persin  Transmita;b;F ;out

The in-bu er in represerts messageseady for protocol execution. Similar rules can
be constructed for the other personalities, described above.

4 Making agents perform the deduction themselv es

The agens canbe strengthenedto belimited theoremprovers,denotedlocal reasoners
They canperform deductionsduring ead transition step,and extract asmuch relevant
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information out of the belief set aspossible.But how is this possible?Rewriting logic
assumeghat the speci cations written are both terminating and con uent. It is not
surprising that the main problem about local reasonersis to assurethat they stop
proving during ead transition step. The only way to managethis is requiring that
the agerts are logically focusel, that is, they minimize computationally bad strategies
for deduction and maximize good strategiesfor obtaining information. The deduction
enginefor beliefsare basedon the following axiomsin epistemic logic:

Bel, Bel, Bel, cortraction

Bel, Bel, Bel, -distribution

Bel, Bely Bely modus ponens K gg
Bel, Bely Bel, re ectiv e awareness 4‘,33eI

The rst axiom is a tautology in propositional logic -cortraction: in the context of
epistemic logic it expressthat beliefs might be corntracted. The secondaxiom states
that beliefsdistributes over conjunction, and is provablein any normal epistemiclogic.
The third axiom is the well-known K-axiom for epistemiclogics, which expresseghat
beliefs are closedunder modus ponens.The fourth axiom, 45, says that if an agert
has re ectiv e awarenessof its beliefs, the agert also possesthese beliefs. Re ectiv e
awarenessis rarely if ever mertioned in contexts of epistemic logics. Local theorem
proving by agens that are eagerto know, givesa practical example of how useful this
axiom can be. The deductionsthat involvestrust relations to infer new beliefs, have
the following pattern:

Trust Axiom: Trust a;b
Fresh message Bel, X Transmit b;a; X Bel, X

Re ectiv e awareness Bel, Transmit b;a;"’ Bel, Transmit b;a;"’ Bely '
Bel, Bel, ' Bel, * Bel, Bel, '
Bely '

Note that the previous deduction, formulated as natural deduction alike inferences,
hides an important distinction between the external view, represened by ead of
the outermost belief operators Bel, and the internal deduction activity inside agens,
represened by the argumerts of the outermost operators. Hence as consideredfrom
inside, the agerts might obsene:

2

1 X Transmit b; a; X Bel, X
3 Transmit b; a; " Transmit b; a; "’ Bel, '

Bely ' ' Bely '

The agert areceivesa messagel , cheks whether it matchesa trust relation 2 , and
if it does, performs modus ponenson the instantiated conditional, and removes the
outermost belief 3 . The label IA denotesthe instantiation algorithm. The previous
inferencesdoes not capture local deductions faithfully . The deduction is performed
top down. The instantiation of the universal quanti er is not performed blindly, an
instantiation is triggered by the incoming messagelransmit b;a;' : Each quanti ed

sertence is matched with the received messagein order to seard for a potential
instantiation. Re ection is part of the propositional fragment of the deduction engine,
and is executedwheneer possible.
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4.1 Operational interpretation of epistemic deduction

The agents minimize their reasoningby trying to abandon super uous information

and avoid recursive traps for deductions: Idempotence of bel entails that multiple

copiesof a singlesernenceare avoided. Conjuncts are broken down whenthe outermost
connectiveis a belief operator, sincebeliefsdistributes over conjunction ( ). Note that

the framework for local deduction breaks a holy principle in logic that was stressed
by Frege:that an implication is not a causalnor temporal relation [6]. In cortrast, a
local deduction in the PROSA framework is triggered by a communication event and
takesonetime unit to execute:

Bel, Bel, Bel, contr T'ME
Bel, Bel, ' Bel, distr T"ME

In the semartics idempotenceof beliefsfollows from generalidempotenceof every set.
The distribution of Bel over conjunctions is interpreted asdistribution on the highest
level of the belief set of the agert:

a bel a bel ' C
a bel ' a bel ' D

Removing super uous information does not make the agert smarter. However, new
information can be obtained by using modus ponenson implications closedunder the
belief operator in addition to new messageseceived by the agen. Formalized modus
ponensKge hasbeenpresened asoneof the guiding axioms. By modifying the axiom
slightly using propositional logic and introduce the next operator, it gets the shape
of the sertence (K JME

Bel, ' Bel, " Bel, '  Bel (K gorE

Now we have stated explicitly what the target beliefs of the agert should be. But
this is still not enough. If the agen a trusts an agert b with respect to the sertence

', this would read: Bel, Transmitb;a;" Bel, ' . But axiom (KZME ) only gives

Bel, Transmitb;a;’ next Bel, Bel, ' , which is not strictly informative. It is

more appropriate to claim that a trusts b should ertail: Bel, Transmitb;a;"
Bel, ' . Hencethe timed version of re ectiv e awarenessof beliefs, given by

Bel, Beh ' Bel, (45T ME ),

would be su cien t to solve the problem. In the mapping of K JME to its corresponding
rule, we remove the implication ' to avoid obvious non-terminating execution.
Thus economical modus ponens emp and re ective awareness refa are character-
ized by the two rules:

a bel a bel emp
a bel Bel a bel refa

Let T; denotethe previous theory T; SEND; REC;;C ;D ;emp;refa. Then

Theorem 1. Any speci ¢ ation over L g interpreted in T, is terminating.
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Proof. Supposethat S is an arbitrary speci cation, containing n agerts. We prove
the theorem by induction on the number of messagesn the output bu er. Without
lossof generality we might supposethat S doesnot contain messagesn the network,
sinceif S contained m messagesve assumethat they are received by the agens in
guestion by assertingthat S S. Messagesvhere the receiwer is not cortained in
S, do not play any role for the argumert, sincethesemessagesre not processedl et
A denote the set of agenis in S, and let Out S denote the function that measures
the total number of messagesn the out-bu ers of the agerts in S

Out S out :

a belout A

Induction basis: Then there are no messagesn any out-bu er, henceOut S 0.
Every agert ain S hasinitially a nite setof sertences:bel ' Bel, * , bel n.
A measurefor termination (weight function) can be de ned by summation of the
syntactic complexity of the belief set, as given by the function:

sdeg bel deg'  29¢9’
' bel

Obviously sdegbel 0. SinceOut S 0, there are no messageso be processed,
thus the belief set is never extended with new beliefs about transmissions. Each of
the epistemic deduction rules R in T; reducesthe weighting of bel:

R

a bel out C a bel;out C sdegbel  sdegbel :
Consider emp: a bel ;' a bel . We must show
that sdegbel ;' sdegbel , which is established by shawing
that sdeg '; ' sdeg . Then we have that sdeg '; '

deg' 209’ max deg' ;deg 1 2max deg’ ideg 1, and alsothat
sdeg '; deg' 299"  deg 29e9 The largest value of sdeg ';
occurs when deg"* deg , suppose therefore that the latter is the case,and
deg' m. Then sdeg ; ' m 2" m 1 21 m 2m 2m1
m 2" !andsdeg ' m 2" m 2™ m 2" 1 which provesthe result.

The veri cations for the other rules are similar and are therefore omitted.

Consider the induction step: Suppose that the speci cation S that corntains n
output messagesis extended into a speci cation S sud that one agert a has one
extra output messageo process,in other words Out S n 1. Supposethat this
messagdas m  Transmita; b;F . By induction hypothesisS is terminating. Suppose
without loss of generality that we emulate the terminating rewrites of S inside S ,
such that S S and the only possiblerewrite in S is the transmission of m.
If there exists an agert b that can receive m, and a can sendm, then:

S S SEND Sl REC SZ :

otherwise S itself is a nal state. In S, the agen b has received the message By
induction hypothesisthe only possibledeductions may be performed using message
m. Supposefurther that b trusts a, otherwise S; is already a nal state. Then by at
most 29¢9 F 1 applications of the epistemicdeduction rules,a nal state S, S3
is reached.
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4.2 Discussion of the standard epistemic axioms

The local deduction enginebalanceson a thin line of termination. Considerthe stan-
dard axioms of epistemic logic: Consider the standard axioms of epistemic logic are
the epistemic modus ponens Kyg , consistency Dye , positive intr ospection 4y
and negative intr ospection 5y :

Bel, ' Bel, ' Bel, Kpel
Bela Bela Dpel
Bel, ' Bel, Bel, ' dpel

Bel, Bel, Bel Bhel

The axiom Dye expresseghat the agen a's belief set is consistent, in other words
Dpel Bel, Bel, . The axiom of consistencyis not included as a guiding
axioms, since agerts can have contradictory beliefs. A typical example is when an
agert a trusts two agerts b and c, but receives contradictory assertionsfrom b and
¢. The negative introspection axiom 5p¢ is not coherert with the requiremert that
agerts act only basedon explicit beliefs. Axiom 5p¢ , and any operation interpre-
tation is abandonedsince an agert should certainly not have explicit beliefs about
everything it doesnot believe.

Observation 1 The distribution axiom for implication and the axiom of positive
intr ospection both cause non-terminating speci ¢ ations.

Proof. The operational interpretation thus gives Bel, ' Bel, Bel, ' and
Bel, ' Bel, ' Bel, . The reasonwhy they both are non-terminating,
follows directly by consideringthe rules interpreting the axioms:

a bel a bel ; (smp)

a bel a bel Bel pos

In caseof (smp), the persistenceof the implication , result in an in nite
sequenceof applications of (smp), if ' is possessedy the agert. Non-termination
arisesfrom 4y if the agert possessesnesinglebelief’ , sincesertencesBel, :::Bel,
" of arbitrary nesting depth will be deduced.

Re ectiv e awarenessworks opposite of the classicalaxioms of epistemiclogic ([10],[5]),
the axioms of solipsisms,positive and negative introspection. Together with econom-
ical modus ponens,re ectiv e awarenessfocus the agert's beliefs.

4.3 Weak second order instantiation

The single agert properties and the trust relation were formulated as secondorder
sertences.Thus to be able to deducesertencesfrom the properties, those sertences
must be instantiated. Each time a new sertence enters a's beliefs, the sertencesthat
contains secondorder quanti ers are instantiated and the potential antecedens are
matched towardsthe recertly addedbelief. Se\eral of the security properties described
in this paper are sertenceson the normal form Q F G , where Q is a quanti er

pre x consistingof rst or secondorder universal quarti ers. For corveniencewe say
that the quanti er pre x might take only three forms, either Q X y1 il Y,
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Q X ,orQ Y1 i1 Yn . Wewrite Q! if there are only rst order or no
guanti cation in the pre x. Let y denote a sequence(possibly empty) of rst order
variables, y Y1;:::;¥n. Then we can characterize particularly simple classesof

serences, the nice second order, the second order simple, and the simple quanti ed
sertences:

Definition 3. The nice secondorder senten@s L »o, is the least set such that:

i Agenta L o

i If L s then Bely L .0 and Transmit a;b; L 50

i IfF X;y,GX;y La,then X yF X,y G Xy L 20
iv f FXy,GXxy Lo,then xyF Xy G Xy L 20

A senrtence' is second order simple, denoted' L , if ' is a closedsertence and
! Loo. If" L and' QF G , where Q is a quanti er prex, then'

is a simple quanti ed sertence. Obviously L Lo Ls. The rule for receiving
messagess then changed, suc that the agent extracts as much logical information
from the messageand the belief-setas possible,asin the rule REC,:

b bel, persin;out msg F fromato b
b bel Transmita;b;F F;bel ;persin  Transmita;b;F ;out

Thus de ne T, T REC, REC, . The rewriting theory T, is designedin
order to be able to perform correct deductions of trust according to the inference
schemesintroduced in the beginning of this section. If F is a sentence and bel is
a set of beliefs, then the function F;bel returns the instantiations of universally
quanti ed sertencesin bel, sud that F matchesthe antecedens in bel. The boolean
function F ;F decidesif F may match F: that is, F match F i they are equal
except that some of the terms or some of the sertencesin F correspond to agert
variables and senience variablesin F. The function F ;F performsthe matching
of the terms in F with variablesin F, resulting in a set of matching pairs. The next
exampleillustrates a successfuimatching:

Transmit Alice; Bob; Belcaror Agent Bob  ; Transmit x; y; Belcaror X
Alice;x ; Bob;y ; Agent Bob ;X

Definition 4. The logical expansionof a set of senten@s S with resgect to a given
sentene F, denoted F;S , is de ned by:

[ F, F

ii F, Q' S SUuB F;' ;' F:S
if Q"' is a simple quanti ed sentene, and F.'
else F; ' S F:S:

The REC,: rule contains a potential recursiontrap  F;bel , henceit is not obvious
that the deduction terminates. Fortunately we can prove that

Theorem 2. Second order universal instantiation is terminating for speci c ations
interpreted in To.
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Proof. Supposethat a is an agert in a con guration C, that just received a message
Transmitb;a;' . We must prove that the logical expansionof this new fact leadsto a

nite local derivation in the rules T, by the agert a. Let Bel, * ' bel ,
where Ls L and L . Thus we have Qi ' i 0 i n.
Then the new event can only match a subset , such that ead elemer in

is of the form
Q Transmittq;ty;" )

suc that Transmit b;a;' ;Transmitty;ty;" . Supposefor corveniencethat
k 1. Logical expansion Transmitb;a;' ; Bel, ' ' bel givesthat additional
k implications which are augmerted to a's beliefs.Henceby m applications of emp

only the epistemic deduction rules from T, may be applied, henceby theorem[T] the
deduction terminates.

Con dentialit y is not a simple quantied sertence. This is not a big problem since
most security policy interactions can be performed by wrapping such sertencesinside
beliefsor transmissions.Considera scenariowhere Alice trusts Bob, and Bob wants to
enforceAlice to believe that this trust relation is a secret: Belajce Trust Alice; Bob
A; , and

Transmit Bob; Alice; CSecret Alice; Bob ; Trust Alice;Bob : A,

Both sertences A; and A, are simply quarntied seriences.When Alice receives
A, , henceBelyice Az , she can perform the required second order instantiation
accordingto De nition [4] hencewe can concludethat

Belice CSecret Alice;Bob ; Trust Alice; Bob

4.4 Recursive second order instantiation

When the agert a performs an instantiation, new consequencesnight occur in a's
mind. Let us considerthe naive agert John. John makes himself a disciple of every
agert y that claimsto John that y is honest,that is, John establishesa trust relation
towards every such agert y (clause B;). John also thinks that every agert that he
trust, trusts him aswell (clauseB)).

Beljohn Y Transmity; John; Honesty Beljonn Trust John;y B1
Beljorn Y Beljonn Trust John;y Beljonn Trust y;John B>

The sentencesB; and B, indicate two kinds of weaknessesf the rules presened
so-far, due to eagerre ection and recursive exmansion. Consider rst eagerre ection:

The antecedent in B, Belyonn, Trust John;y  might not match any sertencein John's
beliefs, becausethe required match Beljonn, Beljonn Trust John;y  might have been
reducedby re ection. We therefore intro ducean axiom removing the outermost belief,
denoted synchmonous re ection (SR):

Bel, Bel, ' Bel, ' SR
The axiom is given an operational interpretation by

Bel, Bel, ' Bel, SRIVE
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The corresponding rule to be addedto the rewrite theory, is denoted ar :

a bel Bely' a bel ar

While SR and SR™E could be a bit dicult to justify, the rewrite ar has
a natural interpretation: The anteceden belief in the term to be rewritten is just
unnecessaryDoesT; ar and T, ar terminate? Fortunately the answer is yes:

Theorem 3. Both Ty ar andT, ar giveterminating speci c ations.

Proof. The principal job is to establish termination of T,  ar , since termination
of T, ar follows from the former, by a proof similar to theorem[2 The de nition
of the ordering is straightforward: De ne rst the function #Re , that courts
the number of occurrencesof re ection schemesBel, ' ' inside a formula , by
obvious recursionon deg . Then we de ne

rdeg bel #Re ' and SR bel sdegbel rdeg bel:
' bel

The proof then follows the sameline of argumert as theorem [ an induction on
the size of the output bu ers in a speci cation S. Considerthe ar rule. There are

two cases:either deg Bel, ' deg or deg Bel, ' deg . In the former
casewe obsene sdeg Bel, ' sdeg ' but alsordeg

rdeg Bel, ' 1. In the latter case,we have that

sdeg ' sdegBel, ' 1andrdeg ' rdeg Bel, ' 1, hence
SR bel Bel, ' SR bel . The veri cation that the remaining
rules reduce SR bel , is straightforward: In ead casewe have rdeg bel rdeg bel
but sdegbel sdegbel for any old rule R of the form a bel R a bel

Yet the problem with the naive disciple is not solved by the epistemic inferencein
propositional logic, we must get behind the quarti er barrier:

Bel, Q Bel, ' Belhb Q ' SR
Hencethe corresponding rewrite rule is given by the following:

a bel Q Bel' a bel Q' ar

Corollary 1. Both T; ar;ar and T, ar;ar are terminating.

Consider recursive expansion: John is only capable of performing his correct deduc-
tions if the logical expansionis performedrecursively over the new sertencesproduced.
New sertencesoccur in the mind of the agent through communication (REC») or by
deduction. Supposethat John receives a messagefrom Alice of the required kind:
Transmit Alice; John; Honest Alice , or written explicitly:

Transmit Alice; John; X z Transmit Alice; z; X Belpice X
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If John applies the old deduction rules preseried in the beginning of section[4.1
then John is not able to deduceTrust Alice; John . One instantiation is certainly not
enough, the instantiation must be performed recursively on the deduced formulas.
Hencethe epistemicdeduction rules in the rewrite theory T, are replacedby the rules

a bel a bel ", bel ; bel Dgo
if ' belor bel

a bel a bel ; bel if bel empgo

a bel Bel,' a bel ' " bel if " bel refasp

The ideabehindthe rules Dgy; empgo; refaso isthat ead expandthe freshly created
sertencesto ched whether they might trigger any interesting instantiation of a second
order simple sertence. It is important that the previous deductions performed by the
agerts are presened within the secondorder extension. Hence contraction (C ) is
included and the remaining axioms are interpreted by

a bel ' a bel if' Dbeland bel Dp.
a bel a bel if bel empp,
a bel Bel' a bel if" bel refap,

The rules (Dp ;empp ;refap. ) are motivated by the needto resolve delayed infer-
ences:In the interpretation of \b eliefs as bag", the latter rules condensethe appli-
cation of two rules in one: Dy D ;C . The full secondorder rewrite theory
including quarti cation Tso is given by the rules

Tso SEND; REC;; C; Dp ;empp, ; refap ; Dgg; empso; refaso

The requiremernt that ead deducedsertenceis not corntained in bel, asin caseof
Dy, €mpgg, and refagp is necessarysincewithout the requiremerts the rules would
be trivially non-terminating. Unfortunately most speci cations will not terminate,
even for fair executions:

Observation 2 There are speci ¢ ations interpreted in Tsp, such that second order
universal instantiation is non-terminating.

Proof. Supposethat a, b, and c denote three agerts in a con guration C. Assume
furthermore that c believes that a trusts c, that c recertly sert a messageto a,
and nally that c believesthat a and b have re ectiv e beliefs about eat other. The
assumptionsare speci ed as follows:

Bel. Trust a;c

Bel. Transmitc;a;"

Bel. X Bel, X Bel, Bel, X
Bel. X Bel X Bel, Bel, X

A WN B

Then any fair execution of C will be non-terminating: From (1) and (2) by ex-

pansion and empsg, we have Bel. Bel, ' and expansionof Bel, ' gives the in-
stanceBel, Bel, *  from (3). Yet another expansionaccordingto empgg on (4) gives
Bel, Bel, Bel, ', and soon. Sinceexecution is required to be fair, eat expansion

can be performed evertually .
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The epistemic axiom 4, that might give non-terminating speci cation is de n-
able by the secondorder formula X Bel, X Bel, Bel, X . If we assumethat
executions might be unfair, it could happen that 4y is always applied. Then there
could be in nitely many instantiations of the X quanti er, resulting in an in nite
deduction.

5 Conclusion

Modal logic is commonly regardedas powerful with respect to expressibility, but un-
feasiblefrom a practical point of view. Our casestudy about local deductions of trust
supports this: standard axioms have been excluded and a couple of new re ection
axioms was added to the theory. We have shavn how agerts can perform logical in-
ferencesand universal instantiations, basedon their trust relations. Yet, in order to
be able to perform inferencesbasedon more intricate security properties, a recursive
instantiation algorithm is required. Unfortunately, it is dicult to know whether a
set of beliefsis closedunder nite deductionsor whether it is non-terminating in the
generalcase.Although the current implemertation covers seweral standard examples,
there are seweral open problems: The two most important are extend the logic to in-
clude multi-agent reasoningand nd the exactborder of termination for local theorem
provers.
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