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Abstract

A crudal concern in the evaluaion of evidence related to a maor crimeis
the formulation of sufficient alternaive plausble scenaios tha can explain
the available evidence. However, software aimed at assisting human crime
investigators by automatically condructing crime scenarios from evidence is
difficult to develop because of the ailmog infinite variation of plaugble crime
scenaios This pgpe introduces a novd knowledge driven methodobgy for
crime scenaio congruction and it presents a decision suppot system based
on it. The approach works by storing the componrent events of the scenarios
ingead of entire scenarios and by providing an algorithm that can indantiate
and compose these comporent events into useful scenaios The scenaio
compostion approach is highly adgptable to unanticipated cases because it
allows component events to match the case unde investigaion in many
different ways. Given a description of the available evidence, it generates a
network of plaugble scenarios tha can then be andysed to devise effective
evidence collection strategies. The applicability of the ideas presented here
are demondrated by means of a redlistic example and prototype decision
suppot software.

1 Introduction

Methodobgies for evaluating physcal evidence in a mgor crime investigation and for
determining effective strategies to proceed with theinvestigaion rely on theformulation
of hypohdical crime scenaios that can explain the available evidence. Ultimately,
crime investigators and forengc scientists aim to discover what scenario has actudly
taken place. Therefore, thdr effectiveness is crudally dependent uponthe investigator®
ability to hypothesise plaugble scenaios and to undetake investigaive actionsthat are
suitable for differentiating between them.

As humans are relatively poor at hypohetical reasoning, decision suppot systems
(DSSs) may provide a useful means of assisting human investigators in constructing
plausble scenarios and andysing them objectively. While existing work has tackled
many of the issues involved in evidence collection and interpretation, research into
geneating the plausble undelying scenarios has focussed on appropriate argument
structures [36], recalling similar ingances of volume crime [45 and methodobgies for



human scenario geneation [23]. At present, no knowledge driven approaches for
automatically generating crime scenariosfrom evidence have been devised yet.

This pgper addresses this lack by presenting a novel compostiond moddling method
and shows how it can aid human crime investigators. Compostiond moddlers [17, 26]
aim at capturing a domain@® first prindples, i.e. fundamental theories describing the
behaviours and mechanisms tha occur in the domain of interest, by means of small,
generic and reusable rules, called modd fragments. The compostiond moddling
paadigm is adapted to the crime investigaion domain by employing causa rules
describing how combinaionsof assumed states and events lead to new states and events
in plaugble crime scenarios A novd modd compostion agorithm tha can abdudively
condruct a space of plausible scenarios by means of such first prindples is conceived.
To demondrate its usfulness, the pgper aso introdues some methods for andysing the
resulting scenario space.

Theremainde of this pgper is organised as follows. First, Section 2 elaborates on the
motivations undelying this work. Section 3 then presents an overview of the software
system proposd. Sections4 and 5 describe the knowledge presentation and inference
mechanisms of the DSS respectively. The ideas expressed in the course of these
theoretical discussions are illudrated by applying them to a small yet realistic example.
The feasibility of the approach is shown by describing in Section 6 a prototype DSS
available for free. Findly, Section 7 presents some important related work and Section 8
condudes this pgper.

2 Motivation

Asdescribed in theintrodudion, this pgpoer aims to present a decision suppot system for
crime investigaors to synthesise automatically plaugble scenarios from available
evidence and to andyse interactively the synthesised scenaios This raises two
guestions why would such a software system be useful and how does it work. This
section aims to answer theformer question while theremainde of this pgper answers the
latter.

2.1 Miscarriages of Justice

In the late 805 a string of high profile miscarriages of judice shook the founddions of
the British legd system [49]. In 1991, the Rundman Commission was established with
thefollowing term of reference:

Oro examine the effectiveness of the crimind justice system in England and Wales
in securing the convictionsof those guilty of crimind offences and the acquittal of
thoe who are innoent having regard to the efficient use of resources, and in
paticular to consder whether changes are needed in:

1. Thecondud of police investigaions

Therole of the prosecutor,

Therole of experts,

Thearrangements for thedefence,

The oppotunities for an accused person to state his postion,
The power of the courts in directing proceedings

Therole of the court of apped,
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8. Thearrangements for consdering and investigaing miscarriages of jugice.O

The system proposd here intendsto dedl in particular with points 1 and 3. In the
wake of the Rundman commission, a significant body of knowledge has been producd
andysing the potential for errorsin crimind investigationsand prosecutions Later on,
the establishment of the Crimind Cases Review Commissionsin England and Scotland
provided extensve case studies in addition to the investigaionsinto the high profile
cases of wrongful convictionssuch as the Birmingham Six or the Guildford Four.

One recurrent theme in these studies is the problem of premature case theories.
Ingead of establishing in a neutral fashion wha has hgppened, police officers tend to
decide at a very early stage of an investigaion on the mog likely sugpects, and from
then oninvestigae against them [43]. Or in thewordsof David Dixon [14]:

Qf any factor in investigaive practice had to be nominaed as mos responsble for

leading to miscarriages of judice, it would have to bethetendency for investigators

to commit themselves to bdief in a sugpect® guilt in a way tha blinds them to

other possibilitiesO

The use of this sort of Gase theoriesOis probadly inevitable [32]. The problem is

therefore not the fact that case theories are used at al, but rather the premature
convergence t0 a single theory withou prope congderation of aternaives. As Greer
argues[19]:

Q...] no crimind jugice system could work without them. The dangeas stem

ingead from the highly charged atmospheae surrounding an investigdion, the haste

with which the theory has been formed and the tenacity with which the police have

clungto their origind view in spite of strong counervailing evidence.O

2.2 Limitations of human investigators

The miscarriages of judice described above are not due to any limitations tha are
gpecific to crime investigaors. They are dueto limitations of al human decision makers
facing complex problems.

The crudal problem of premature convagence to a partticular theory to explain the
available evidence in an investigaion can be attributed to the phenomenon of cognitive
dissonance. Cogniive dissonance [18] is a bias of human decision makers in favour of
learning information that confirms their preconasptionsover information that contradicts
them.

These problems are reinforced by the professiond culture of the police service. Work
isdonepropaly, and a case solved, if a sugpect gets convicted. This orientation towards
postive results favours an OndudivistOethos where those pieces of evidence that point
towards the guilt of the main sugpect are seen as more valuable than those tha would
GalsifyOthe leading hypotesis. While the police service might pay lip service to a
falsificationist modd of rationdity (CGasking witnesses to come forward to eiminae
them from theinquiryQ existing reward structures make it difficult to implement thisin
practice. Our proposd system account for this by combining a (backchaningO
abdudivist modd of reasoning with a Gorward chainingOmodd that is based ontheidea
of indirect proof, sdestepping the issue of falsification and indudion in a universe with
only finitely many aternatives.



2.3 Towards methodologies for crime investigation

Irving and Dunninghan address possible solutionsto the problem identified above[22].
They argue for the need to improve officer@ reasoning and decision-making by
chalenging the Gommon senseOabout criminds and crimes and the detective® crafts
Qvorking rules about causation, about suspicion and guilt, about paterns of behaviour
and benavioural signaures.O

Althoughthere is no conensuswithin thewider community of crime investigators as
to what conditutes an appropriate crime investigation methodobgy to accomplish these
improvements, researchers within the forensc science community increasingly arguefor
the adopion of a hypohetico-dedudive method, which is commonly employed in
scientific research [23].

Real World
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Figure 1: Thehypohetico-dedudive method

This method, depicted in Figure 1, is designad to formulate theories to explain
complex behaviour in thereal world. Based on observationsof the behaviour of interest,
theories explaining them are hypotesised. With such theories, predictionstha should be
observable if the hypothesised theory is true can be deduced. If the predictionsbased on
atheory do not match the obervations that theory is disproved. If the predictionsmatch
the obervations sufficiently closely, the plaugbility of the theory is confirmed (and, it
can then be further refined). As centuries of scientific practice have shown, the
hypothetico-dedudive method is a paradigm to hdp subjective humans study the world
objectively. It achieves this by providing a self-correction mechanism whereby false
hypotesis and viewpoints should eventudly be exposed and only trueonesremain.

The way in which this paradigm fits with crime investigaions is obvious The
relevant part of thereal world congsts of the crime related locations people, objects and
events. Theobservationscorrespondto evidence, thetheories are plaugble scenariosand
the predictions are related to possible additiond evidence (or absence of evidence).
However, the application of the hypohetico-deductive method is not straightforward.



The formulation of hypothetical scenarios and the dedudion of new evidence to test
these theories require both experience and careful formal andysis.

2.4 A case for computer aided crime investigation

Althoudh the hypotheico-dedudive and similar methodobgies may certainly improve
the accuracy of crime investigations they fail to address a nunmber of congernsraised in
Section 2.2. First, any prope application of the hypotheico-dedudive methodobgy
requires significant discipline that can not be proceduralised or taughteasily. Second, it
implicitly relies on a large body of knowedge and experience tha is only available to
senior investigators. And findly, the methodobgy does not accountfor any human bias
dueto inditutiond reward systems or theemotiond commitment of the @haseQ

Decision suppot systems, however, are very effective in andysing information
systematically and objectively. They can employ subgantial bodies of expert knowedge
And, they are undfected by inditutiond or emotiond bias. Therefore, a novd type of
decision suppat system has been devised to suppott the activities of human crime
investigators. This system is capable of synthesising case theories, or so-called
scenaios to explain the available evidence, and it provides a means of visudising and
comparing these scenarios

3 System Overview

3.1 Objectives and methodology

The main god of thiswork is the condruction of a DSS that aidsin crime investigaion
efforts by condructing and andysing a space of aternaive theories with only limited
user intervention. Specifically, the decision suppot system is devised to find:

¥ The set of al scenariostha explain a given set of available evidence. Scenarios
are descriptions of a combinaion of situations and events. An example of a
scenaio is shown in Figure 3, which describes how a suicidd person kills himself
by hanging and wha evidence the assodated events generate.

¥ The hypotheses suppoted by scenaios tha explain the available evidence.
Hypotheses are important features of a presumed crime, such as type of death and
characteristics of the perperator. The aforementionad scenaio, for ingance,
entails the GuicideOhypothesis.

¥ Additiond pieces of evidence tha could befoundif a certain scenario/hypothesis
is true For example, in the aforementional scenario, a further examindion into
the state of mind of the victim before his death by a psychologist (e.g. by reading
throughthevictim@ diary and talking with relatives) can hdp confirm a particular
scenaio.

¥ Additiond investigaive actions by means of which evidence can unmvered tha
may hdp differentiate between two or more hypoheses.

This work employs an abductive diagnosis approach to achieve the objectives set out
above Abdudive diagnosrs determine the condtions of a physca system or world
unde investigaion by compaing observations predicted by modds with observations
extracted fromtherea-world [8].



The modds geneaated by an abdudive diagnosr are synthesised by means of a
knowledgebase of first principles. As oppogd to the heuristic rules (of thumb) normally
foundin expet systems, first prindples are generally applicable domain rules tha are
indgpendent from the decision procedure in which they are used. In this work, the first
prindples are expressed by means of causal rules describing how some states and events
are triggered by other known or assumed states and events.

The possible causes of a given set of available evidence are inferred by means of an
abdudive inference procedure. These causes form the hypoheical scenarios describing
plaugble crimes. Potential additiond evidence tha may confirm or conftradict these
scenaiosisthen deduced usng the same causal rules.

This abdudive, first-prindples based approach recognises tha while the individud
scenarios encountred in a major crime investigation may be virtudly unique and vary
widdy, the undelying domain knowledge on evidence and the types of events that
create it are not It also encourages a prindpled hypoheico-dedudive investigaive
methodobgy because it hypoheses al (known) possible causes of the available
evidence, composes these causes into plaugsble scenaios and deduaes additiond
evidence from the plausble scenario. This promotes congderation of many scenarios
ingead of individud ones, in deciding on future investigdive actions Findly, the
approach aso alows making expert domain knowledge available to less experienced
investigators. As such, the system described in this pgoer provides a useful means to
hdp address the specific complexities of investigaing maor (nonvolume) crimes
outlined in Section 2.

3.2 Architecture

Knowledge
Base |:| Data structure

i O Inference mechanism

Scenario

Inputs: ATMS nodes +

=
facts, evidence Sp.ace justifications
Builder
Query specification Scenario
Analyser of ATMS nodes ~—— Space

Outputs:
scenarios, Report
-
hypotheses, Generator
analyses

Partial Scenario
Space

Figure 2: System architecture

The oveal architecture of the DSS is show in Figure 2. The centra inference
mechanism in this architecture is an assumption based truth maintenance system
(ATMS). An ATMS is a mechanism tha enables a problem solver to make inferences



unde different hypothetical conditionsby maintaining the assumptionstha each piece
of information and each inference dependson [10].

The ATMS isemployed to maintain a scenario space. The scenaio spaceisacondse
data structure that containsall possible scenariostha explain theavailable evidence. It is
initially condructed from the initial set of given facts and evidence by means of a
knowledge base.

Once congructed, the scenario space is anaysed througha series of queries. Queries
are questions about the scenaio space. Thar answvers are computed by extracting
relevant parts from the scenario space and reported back in an undestandable format. To
interface between the human and scenario space, a query analyser trandates standard
types of user quaies into a specification of ATMS nodes of interest, and a report
generator provides the meansto represent a patia scenario space back to theuser.

The next two sectionsdescribetheinneg workingsof this architecture.

4 Knowledge Representation

4.1 Scenarios

Scenarios describe events and situaionstha may have occurred in thereal-world. They
form possible explanations for the evidence that is available to the crime investigaor
and suppot certain hypoteses unde consderation.
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Figure 3: Sample scenario: suicide by hanging

Within the DSS, scenarios are represented by means of predicates denoting events
and states, and causal relations between these events and states. The causal relations
which enable the scenarios to explain evidence and suppot hypoheses, are represented
by hypearcs between nodes containing the predicates. The causal hypergraphs shown in
Figure 3 represents a sample scenaio of a suicide by hanging. This scenaio contains
five pieces of evidence:

¥ n, A hanging corpse of apersonidentified as johndoe has been found.

¥ n ! A report by apsychologist identified as frasier (n,,) stating that johndoe may
have been suicidd prior to his desth.

¥ n,, Theob=rvationof suicidetrial marks onthebody of johndoe.

¥ n . Thebodyof johndoe exhibits signsof petechiae’ .

¥ n,: A report by amedical examiner identified as quincy (n.) stating that the cause

of death of johndoe was asphyxiation.
There are many possible combinaionsof events and states that may lead to this set of
evidence, and the scenario of Figure 3 shows oneof them. It demongrates how thefirst
three pieces of evidence may be explained by suicide by hanging. The hanging corpse
(n,) and the assumed cause of deeth (n,,)) are the consquents of johndoe@® hanging (ny),

Petechiae are small red to purple spots on the eyes or skin. Petechiae may be caused by certain diseases
and asphyxiation.



which he was unable (unwilling) to end (n,). The petechiae is caused by asphyxiation
(n,g) resulting from the hanging. johndoe® suicide by hanging requires tha johndoe is
suicidd (n.) andthelast two pieces of evidence are a consquence of his suicidd state.

Generdly spesking, all scenariosconsidered in thiswork are represented by means of
ahypegraph such asthe onepresented in Figure 3. Thus scenaiosare formally defined
asfollows:

Definition 1 A scenaio is a directed acyclic hypergraph 'V ,E", where V is a set of
events and states, and E is a set of directed hypeaarcs. Each hypearc in E connects a set
of events and statesfromV to another event/statein V.

4.2 Types of information

In an abdudive reasone, different types of information are employed. Some information
is certain, i.e. known to be true, whereas other information is uncertain, i.e. merely
presumed to be true Some information is explicable, i.e. causes for its truth can be
inferred, whereas other information is inexplicable, i.e. causes for its truth can not be
inferred or thar explanaions are irrelevant. This section describes the types of
information congdered in this paper and ther role in the abdudive reasone, following
as much as possible theterminology proposed by Poole [35]

Table 1: Certainty and explicability of information

Explicability Certainty
Certain Uncertain
Explicable Fact Hypothesis and
inferred events and
states
Inexplicable Evidence Assumption

As shown in Table 1, four different types of information can be identified on the
basis of these two distinctions

Facts are pieces of inexplicable, certain information. Typical examplesincludenodes
n, and n, in the scenario of Figure 3, which denote tha frasier is a psychologist and

quincy isamedical examiner. These pieces of information are deemed basic truths that
need not be explained furthe. Note tha Investigative actions peformed by an
investigator are a specia type of fact. They refer to activities by the investigator(s)
aimed at collecting additiond evidence

Evidence is information that is certain and explicable. Typical examples indude
nodes n, and n, in the scenario of Figure 3, which denote tha the hanging corpse of

johndoe has been found and tha it exhibits petechiae. Evidence is deemed certain
because it can be observed by the human user and it is explicable because its possible
causes are of interest to theuser.



Assumptions are uncertain and inexplicable information. Typical examples indude
nodes n, 4 (quincy determines the cause of deeth of johndoe), n,, (quincy makes the

correct diagnoss of the cause of deeth of johndoe) and n, (johndoe was suicidd).

Generdly speaking, it is not possible to rely solely on facts when speculating aboutthe
plaugble causes of the available evidence. Ultimately, the investigator has to presume
tha certain information at the end of the causal paths is true, and such pieces of
information are caled assumptions In this work, three types of assumptions are
distinguished:
¥ Default assumptions describeinformation tha is normally presumed to betrue In
theory, thenumber of plausble scenariosthat explain a set of available evidenceis
virtudly infinite, but many of these scenaios are based on very unlikely
presumptions Default assumptions aid in the differentiation beween such
scenaios by expressing the mog likely features of events and states in a scenaio.
A typical example of a default assumption is the presumption tha a dodor@

diagnoss of the cause of deeth of personis correct (e.g. n,,).

¥ Conjectures are the unknown causes of certain feasible scenarios (e.g. n.). Unlike

default assumptions conjectures are not employed to differentiate between the
relative likelihoodof scenarios

¥ Uncommitted investigative actions, i.e. posible but not yet performed activities
aimed at collecting additiond evidence, are also treated as assumptions At any
given stage in the investigaion, it is wuncertain which of the remaining
unammitted investigative actions will be performed. The reasoning required to
perform such an action involves looking at its consequences ingead of its causes,
and therefore they are not (causally) explicable. As such, investigative actions
assume a smilar role as default assumptions and conjectures. i.e. they are
employed to speculate about the plaugble (observable) conequences of a
hypotetical scenario.

The information in the remaining category is uncertain and explicable. It indudes
uncertain states, such as n, (johndoe was unable to end his hanging), uncertain events,

such as n . in Figure 3 (johndoe asphyxiated) and hypotheses, such as n,, (johndoe®
death was suicidd).

4.3 Scenario fragments

The objective of this work is to automatically generate scenariostha could have caused
the available evidence in an investigaion. This is a difficult task since there may be
many, potentially rare, scenarios tha can explain the unique circumstances of an
individud case.

The approach proposd here is based on the observation tha the condituent parts of
the scenaios are not nomally unique to tha scenario. The scenario of Figure 3, for
ingance, describes tha the asphyxiation of johndoe causes petechiae on the body of
johndoe. This causal relation applies to mog humans irrespective of whether the
asphyxiation occurs in the context of ahanging or asuicide Thus thecausa rule,

asphyxiation(P) — petechiae(eyes(P))



is generaly applicable and can be indantiated in all scenarios involving evidence of
petechiae or possible asphyxiation of person.

Thus the knowledge base conssts of a set of such causal rules, caled scenario
fragments. For example, therule

if {
suffers(P,C),
cause - of - death(C,P),

medical - examiner(E)
} assuming {

determine(E,cause - of - death(P)),

corr  ect - diagnosis(E,cause - of - death(P))
} then {

cod - report(E,P,C)

statesthat if aperson P suffersfromailment or injury C, Cisthe cause of death of P, and
there is a medical examineg E, and assuming that E determines the cause of death of P
and makes the correct diagnoss, then there will be a piece of evidence in theform of a
cause of death report indicating tha according to E, the cause of deasth of PisC.

The causal relations between assumptions states and events are formalised in
scenario fragments.

Definition 2 A scenario fragment |1 isatuple <V,V S,Vt , d)s,d)t , A> whee

¥ V={v,.. v}, VIM) ={p],..pm} and Vi(m) = {v],..,v}} are setsof variables,

¥ "Sm)={/>..1J} is a set of relations caled preconditions, whos free
variables are elementsof V. V*,
¥ "Ym)={/{,.../\} is a set of relations caled postconditions, whose free
variables are elementsof V V', and
¥ A(m) ={a,....a} isaset of relations called assumptions
such tha fori=1,...,w:
s s gt t t)
Vv K Vv Ve K YV, 3y K Elvn,les‘ AK A ¢S — élAK A3y — @ )

Hence, the aforementionad sample modd fragment matches this definition 4.3 as
follows:

Ve ={
vi=g
y={
| S={suffers(P,C), cause-of-death (P,C),medical-examiner (E)}

{determine (E, cause-of-death (P)),
A= correct-diagnosis (E, cause-of-death (P))}

®! ={cod-report (E,P,C)}



4.4 Inconsistencies

Some states and events are inconsstent with oneanother. For example, a person can not
kill himself both with such an intention (i.e. in a suicide) and withoutthis intention (i.e.
in an accidental self-killing). Such knowledge is represented by means of
inconsistencies.

For ingance, the following incongstency states that a person P can not both commit
suicideand be hangad by someoneelse:

inconsistent {
suicide - action(hanging,P),
is  -hanged(P)}

Similarly, the following inconsstency states tha a person P can not commit an action A
to kill him/herself and as an autoerotic activity:

inconsistent {
suicide - action(A,P),
autoerotic - action(A,P)}

Formally, inconsstendes are defined as follows:
Definition 3 An inconsstency isatuple !V #" where IV ={v;,..v;} isaset of variables

and " =1{/q,.../,} isaset of relations whose free variables are elements of P, such
that:
Wi, oVl A ¢ | —L
$,€ED

4.5 Knowledge base

The knowledge base in the system@ architecture of Figure 2 condsts, at least, of the
following congdrudts:

¥ Property definitions describe which types of predicate correspondto a symptom,
fact, hypotesis or investigdive action.

¥ A set of scenario fragments describing reusable component causal relationsfrom
which the scenariosare composed.

¥ A set of inconsistencies describing which combinaions of states and events are

impossible.

It is assumed tha the set of scenario fragments does not contain any cycles as these
may lead to perpetud creation of new ingances of the same predicates. Within the
domain of magjor crime investigaions this is a realistic assumption as there are usudly
identifiable causes for the available physca evidence. Conequently, existing work on
evidence evaluaion tends to use acyclic structures, such as Bayesian Networks and
argument trees.



5 Inference mechanisms

The DSS employstwo types of inference. Oneinference mechanism generates plausble
crime scenaios from evidence. Once these crime scenaios are available, a set of
inference mechanisms anayses them to hdp the investigator decide on the course of the
investigation.

Since there are potentially many scenarios tha produce the same evidence, and
because many of these scenarios are minor variationsof oneanother, an efficient means
of storing and reasoning with them is both necessary and feasible. An assumption based
truth maintenance system (ATMYS) is employed in this pgoer to store the scenarios and
the conditionsunde which they are valid. A summary of the fundiondity of the ATMS
is presented in Section 5.1.

5.1 Assumption based truth maintenance

An ATMS is a mechanism tha maintains how each piece of inferred information
dependson presumed information and facts, and how incongstendes arise. This section
summarises the fundiondity of an ATMS as it is employed in this work. For more
details, thereader isreferred to the origind pgpers[10, 11].

ny victim@ body shows signsof petechiae
m  victim asphyxiated

n, victim suffered pasoning

a1 peperator employed strangulation

a, pepérator attempted to kill victim

ag perperator employed poisoning

ay Victim consimed excessive doe
ag victim medicated self
Figure4: Sample ATMS

In an ATMS, each piece of information of relevance to the problem solver is stored
as a node. Some pieces of information are not known to be true and cannot be inferred
from other pieces of information. The plaugbility of these is deermined through the
inferences made from them. In the ATMS, they are represented by a specia type of
node called assumption. Figure 4aisagraphical representation of a sample ATMS with
3 nodes (ny,n,,n3) and 5 assumptions (ay,...,a5) and Figure 4b shows a sample
interpretation of thenodesin thisATMS.

Inferences between pieces of information are maintained within the ATMS as
inferences between the corresponding nodes. In its extended form (see [11] or [25]), the
ATMS can take inferences, cadled  justifications of the form
ng ANK A n; /\Ank AK /\Anl —=n,,, whee TR VAN TN - nodes (and



assumptiong representing things tha the problem solver is interested in. The sample
ATMS of Figure 4 containsthefollowing judifications

aphay —>n ny —>nj3

a, Aasz —>nyp n, = mn;

ag Nas —>np

An ATMS can aso take justifications called nogoods tha have lead to an
incondstency, i.e. judifications of the form nj AK anj AAng AK A Anj —L. The

latter nogoodimplies tha at least oneof the statementsin {n;,...,n;,Any,...An} mus

befase. The sample ATMS of Figure 4 containsthefollowing nogood
ag —>L.

Based on the given judificationsand nogoodsthe ATMS computes a label for each
(nonassumption) node A labd is a set of environments and an environment is a set of
assumptions An environment A depicts a possible world where al the assumptionsin A
aretrue Thelabd L(n) of anoden describes all possible worldsin which n can betrue
For reasons of efficiency and effectiveness, the labd computation algorithm of the
ATMS guaanteestha each labd is:

¥ Sound: Each environment describes a possible world tha logically entails the
node In other words the presumption that all assumptionsin an environment
from the labd of a node are true is a sufficient condition to derive tha node
Formally, L(n) is soundif

VEEL(n), [(/\nEEni )/\ (/\ﬂquﬁni ﬂ ?n

¥ Consistent: No environment in the labd of a node describes an impossible world
(i.e. aworld fromwhich $ logically follows). Formally, L(n) is consstent if

$E! L(n),;(cyoli! £ )%(cy&ni! E_'nir_&

¥ Complete: The labd describes all possible worlds. In other words if there is a
congstent conjundion of assumptionstha entail the node then the set of those
assumptionsor a subset isinduded in the labd of the node Formally, a labd is
complete if

VE,3E'EL(n), [(Aqeeﬁ )A (,\ R )7 n] —(E'CE)

¥ Minimal: Thelabd does not contain possible worldsthat are less general than one
of the other possible worlds it contains (i.e. environments tha are supasets of
other environmentsin thelabd). Formally, alabd is minimal if

SEL L0 A% (8,1 571 )& (8any Ans P nf&(E" E)

In thesample ATMS of Figure 4, thelabds of thenodes are as follows:



L(m) ={{alaa2}}

L(ny) :{{02543}}

L(n3) :{{al,az}a{aza%}}
L(L) ={{as}}

The conaepts of soundnes, congstency, completeness and minimality can beillugrated
by meansof thethelabd of !

¥ L(n,) issoundbecauseit can beshown that n, follows from both environments:
am! a" m" ng
ap! az" np" ng

¥ L(ny) isconsstent because nether {a,,a,} nor{a,a.} entals$.

¥ n,isentaled by each of thefollowing congstent environments:

{alﬂaz}’{a29a3}’{a19a27a3}>{alaa23a4}a{a29a39a4}a{a19a27a3aa4}
Note tha {as} is an incongstent environment because {as}EL(L). Therefore,
environments tha entail n, butindudeaq,, such as {a,as} are excluded fromthe

above list of environments., Because each of environments in the abovelist is a
supeset of oneof theenvironmentsin L(ny), L(ng) issaid to becomplete.

¥ Findly, L(n;) isminimal because {a,a,}! {ay,a3} and{ay,as}! {a1,a5}.
5.2 Synthesis of the scenario space

5.2.1 Intuition

The god of the scenario space builder is to condruct plausble crime scenarios by
ingantiating the knowledge base of scenaio fragments and incongstencies into an
ATMS. Thisisaccomplished in four phases:

1. Initialisation phase: An ATMS tha contains one node pe piece of available
evidenceis created.

2. Backward chaining phase: The ATMS is extended by adding all plaugble causes
of theavailable evidence. For each possible unification of a coneequent of a modd
fragment with anodealready in the ATMS,

¥ theantecedents and assumptionsof tha modd fragment are indantiated,

¥ anodeis addad to the ATMS for each antecedent indance tha does not
already have oneg

¥ an assumption nodeis added to the ATMS for each assumption indance tha
does notaready have oneg

¥ ajudification is added to the ATMS, from the nodes correspondng to the
antecedent and the assumption nodes corresponding to the assumptions to
thenodecorresponding to the consequent.

This process is repeated untl all possible unifications of individud modd
fragment conequents with nodesin the ATMS are exhauged. After the backward



chaning phase, al plaudble scenaios explaining the available evidence are
indantiated in the ATMS.

3. Forward chaining phase. The ATMS is then extendal by adding all possible
consequences of the plaugble scenarios For each possible unification of the set of
antecedents of amodd fragment with a set of nodes already in the ATMS,

¥ theassumptionsand consequents of that modd fragment are indantiated,

¥ an assumption nodeis added to the ATMS for each assumption indance tha
does not already have one

¥ anodeis addal to the ATMS for each consequent indance tha does not
already have oneg

¥ for each consequent instance, ajustificationis added to the ATMS, from the
nodes correspondng to the antecedent and the assumption nodes
corresponding to the assumptions to the nocde corresponding to the
consquent ingance.

This process is repeated untl al unifications of modd fragment antecedents with
sets of nodes in the ATMS are exhausted. After the forward chaning phase, all
possible consequences of plaugble scenaios including potential evidence and
hypoteses, areindantiated in the ATMS.

4. Consistency phase: In this find phase, incongstent combinaion of states and
events are denoted as nogood. This involves ingantiating the incongstendes
from theknowledgebase based on informationin the ATMS and marking them as
judificationsfor thenogoodnode

5.2.2 Formal algorithm

This approach is formalised by agonithm 51, The agorithm,
generateScenarioSpace(O,F,S,I) takes a set of evidence O, a set of facts F and a
knowledgebase containing a set of scenario fragments S and a set of incongstencies I as
its inpuss. It expands on an existing compostion moddling algorithm devised for the
automated condruction of ecological modds [2§].



Algorithm 5.1: gmerateScmarioSpace(O,F,S,l )
comment: Initialisation phase
!I'" new ATMS,;
for each e# O do ADD-NODE(! ,e);
foreach f# F
DD-NODE (! ,f);
do X
D-JUSTIFICATION (! f,{});
comment: Backward chaining phase
for each <V,V*‘,V’,&°‘,&’,A># S,' $, MATCH (<V( V’,&’>,/ ,$ )
+
")
,foreachv# V* do$ " $( {v/GENSYM( )}
' for each 94 &°
" do ADD-NODE (! ,$9);
, J({nk:
dolfor eacha# 4
' do ADD-ASSUMPTION (/ ,$a);
O
‘m" ADD-NODE(! ,($ <V,V~",V’,&S,&’,A>))
" ADD-JUSTICIATION (! ,m,J );
* for each 9¢¢ &' do ADD-JUSTIFICATION (! ,* ($99), {m});
comment: Forward chaining phase

for each <V,V“,V’,&"‘,&’,A># S,' $,MATCH (<V( V-“,&“>,! ,$)

+J " ) .

: for each 94 &° doJ " J( {$‘%};
,foreacha# 4

" do 4" ADD-ASSUMPTION(! .$a);
S ARG e

dolm" ADD-NODE(! ,($<V,VS,Vt,&S,&[,A>))
ADD-JUSTIFICATION (! ,m, J );
for eachv# 1 do$ " $ ( {v/GENSYM( )}
» for each %4 &’
' 4o ADD-NODE (7.8%9;
| " T ADD-JUSTIFICATION (! ,n,{m});
comment: Consistency phase
for each (V,&)#1," $,MATCH ((V,&).! .$ )
tJm )
do’'foreach 9 & doJ " J( {$‘%};
, ADD-NOGOOD (! ,T);

Thealgorithmworks asfollows:
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Figure 5: Scenario fragmentindantiationinthe ATMS

1. Initialisation phase. Here, an ATMS %is created and initialised by adding a node
for each given piece of evidence in O and onefor each given fact in F. Each node
corresponding to a fact is justified by the empty set, thusindicating that they are
trueunde all circumstances.

2. Backward chaining phase: All combinaionsof possible events and states tha can
possible produee the given pieces of available evidence O are recondructed. That
is, for each scenario fragment whose podconditions match relationsin the ATMS

I (that is, the scenaio fragments <v,v5,vt,! X t,A> for which a subditution "

exist tha maps the pogconditions #' to relations referred to by nodes in the

ATMYS), anew set of nodes and judificationsis added to the ATMS as follows:
¥ A nodem is added to / denoting the application of the scenario fragment.
Each noden to which the scenario fragment was matched (i.e. each node

"9 with | " #1) isjudified inthe ATMS by 7 < m .

¥ For each variable v! V5 a new condant ¢ is created and the subdgitution
{vic} isadded to ".

¥ A node denoting "$ is added for each precondition /" #° and an

assumption denoting "« is added for each assumption a&A. Theconjundion

of these newly created nodes is added as a judification of nodem (the node

denoting theindantiation of the scenario fragment).

The resulting nodes and judificationsare shown graphicaly in Figure 5. Initially,

! is only popukted with the pieces of evidence given in O and the algorithm

works its way backwards to determine the potential sources of thos pieces of
evidence as described in the knowledgebase of scenario fragmentsS.

3. Forward chaining phase: All the pieces of evidence and hypotheses tha can be

consequences of plaugble scenarios generated in the backward chaning phase are

extrapolated. For each scenario fragment whose preconditions match relationsin

the ATMS ! (i.e each scenaio fragments <V,VS,Vt,! S t,A> for which a
subgitution ” exist that maps the podconditionsin #° to relationsreferred to by

nodes in the ATMS), a new set of nodes and judificationsis added to the ATMS
asfollows:



¥ For each variable veVv! a new condant c is created and the subditution
{vic} isadded to ".

¥ A node denoiing “$ is added for each pogcondiion /" #’ and an
assumption denoting "« is added for each assumption a&A.

¥ A nodem is added to / denoting the application of the scenario fragment.
This new node is judified by the conjundion of the ingances of the
relationsin#° and A:

W ansy ! X (ann'af

Each podcondtioningance isjugified by the new nodem.
Theresulting nodes and judificationsare a'so shown graphically in Figure 5.

4. Consistency phase: In the find stage the incongstendes are indantiated and
reported to the ATMS /. More specifically, for each incongstency whose relations
match relations in the ATMS / (tha is, each incongstency !V, #" for which a
subditution " exist tha maps therelationsin # to relationsreferred to by nodesin

theATMS), anogood L« (,\ ((p@p)o(p ) is created.

The scenaio ingantiation algorithm employs a fundion MATCH('V,#",/,") to find
ingances of the relationsin the scenaio fragments and incongstendes. The fundion
takes the following arguments: 1) a set of free variables V, 2) a set of relations# whose
free variables are elements of V, 3) the ATMS under condruction %and a substitution'
The subditution " mapseach variable in v&V to acondant “v and each relation $&# to
agroundel relation " $where the variables are substituted by condants.

The fundion is true if for each relation $&#, a node exists in the ATMS %tha
denotesthegroundel relation ” $. Formally, MATCH('V,#",/,") isdeemed trueif

S A AR S

where # is the fundion tha maps groundel relations of interest to our problem solver
(the crime scenario indantiator) to nodes and assumptionsin ATMS,

The scenario space generation algorithm can be illudrated by showing how it can be
employed to recondruct the scenario introduced in Figure 3. Assume tha the system is
given one piece of evidence observe(hanging-dead-body(johndoe)) and two facts
psychologist(frasier) and medical-examiner(quincy). The initialisation phase of the
algorithm will smply creste an ATMS with nodes corresponding to tha piece of
evidence and those two facts. Asthefacts are judified by the empty set, they are deemed
truein al posible worlds Theresult of theinitialisation phase is shown in Figure 6.

observe(hanging- psychologist( medical-examiner(
dead-body(johndoe)) frasier) quincy)

R

Figure 6: Scenario space generation: initialisation phase




The backward chaining phase then expands this initial scenario space by generating
plausble causes of the available evidence by indantiating the antecedents and
assumptions of scenario fragments whos consquences match nodes already in the
scenaio space. For example, the consequent of scenario fragment

if { hanging(P),
impossible(end(hanging(P))) }
then { observe(hanging - dead - body(P)) }

matches the piece of evidence already in the scenaio space, and this allows the
creation of new nodes correspondng to  hanging(johndoe) and
impossible(end(hanging(johndoe))) and a judification from the latter two nodes to
theformer. Theresult of the backward chaning phase is shown in Figure 7.

observe(hanging- psychologist( medical-examiner(
dead-body(johndoe)) frasier) quincy)
n3

) oy T

N e
)

impossible(end(
hangmg Johndoe

hangmg(Johndoe)

suicide(johndoe,
hanging)

suicidal(johndoe) suicide-action(
hanging,johndoe)
s

Figure 7: Scenaio space generation: backward chaining phase

The forward chaining phase expands the scenarios created during the backward
chaning phease with additiond evidence tha can be produecd by them and the
hypoteses they entail. Theresult of theforward chaning phase is shown in Figure 8.
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Figure 8: Scenaio space generation: forward chaning phase



johndoe committed autoerotic
acts involving hanging and
planned to detach a knot, but
was unable to do so

johndoe committed autoerotic

EVIDENCE:

knot on rope was a
failed attempt at a
detachable knot

HYPOTHESIS:
johndoe's death was
accidental

acts involving hanging and ] EVIDENCE:
planned to cut the rope, but EVIPENCE' johndoe's hanging
was unable to do so. cutting instrument was dead body
found near johndoe

- hndoe killed hi b johndoe died from EVIDENCE:
Johncoe killed himselr by »| aspyxiation caused by signs of petechiae on
hanging himself. hanging johndoe's eyes

[ HYPOTHESIS:

EVIDENCE:

medical report indicating
that johndoe's cause of
death was asphyxiation

someone killed johndoe by johndoe's death was
hanging him after suicidal
overpowering him.

EVIDENCE:
/ johndoe's body has
/ defensive injuries

someone killed johndoe by
hanging him after
EVIDENCE:

anesthesising him / 8 )
/ \ a toxicology screening
/

of johndoe discovers
traces of anaesthetic

someone killed johndoe by
hanging him after
knocking him unconscious

HYPOTHESIS:
johndoe's death was
homicidal

EVIDENCE:
johndoe has a severe
injury on the head

Figure 9: Overview of the scenario space

Thescenaio space asawholeisto largeto display here. Therefore, Figure 9 presents
an informal overview of the information contained in the scenario space. The blocks on
the lefthand side of the figure represent sets of nodes and judifications between them
tha correspondto a sufficient explanaion for a deasth by hanging. Note tha, although
these blocks appear to be separated, they do have a number of nodes and justificationin
common. Therefore, the scenaio space does not only contain the 6 primitive scenaios
described in Figure 9, butalso combinaionsof them. Themidde and righthand columns
for Figure 9 show the possible pieces of evidence tha may follow from certain scenaio
and the hypotheses tha logically follow from scenarios This information will be
employed in the andysis phase of the application to generate useful decison suppot
informationfor the human crime investigator.

5.2.3 Outline analysis of complexity

The synthesis of a scenario space of plaugble crime scenaios is an important feature
tha makes this approach unique and enables it to answver important queies. However,
the generation of a space of all scenarios tha may explain the available evidence aso
raises conaerns regarding the time and space complexity of the approach. A formal
andysis of the complexity of this type of algorithm is rather sophisticated because its
performance is dependent upon a subgantial number of structural features of both the
knowledge base and the initial set of evidence. Therefore, an outine discussion of the



time and space complexity of the scenaio space geneation algorithm is presented
ingead.

The agorithm essentially performs a fixed sequence of indructions and producs a
small set of nodes and judificationsfor each match of a scenario fragment. Therefore, its
time and space requirements are propottiond to the nunmber of matches of scenaio
fragments, and its complexity arises from two factors: the discovery of matches of
scenaio fragments, and the processing of the application of scenaio fragments with
respect to a particular match.

Because the set of modd fragments is assumed not to contain cycles, the pdtern
matching procedure can be organised by traversing an ordered list of modd fragments,
thereby processing al the indantiations of each modd fragment in one go withoutthe
need for a conflict resolution mechanism. If there are m modd fragments and n sets of
paticipants and relations matching the source-participants and structural conditions the
time complexity of the backward and forward chaning iterationsis O(m( n). Note tha n
isvery hard to establish, butin gened, it dependson the numbe of smilar objects and
relationsin the given scenario and the degree of reusability of modd fragments, which
are both domain dependent.

Theactud application of scenario fragments involves creating new nodes and adding
judificationsfor the new and some existing nodes. Althoughthe creation of new nodes
requires negligible effort, the addition of judificationsto nodes necessitates an updéae of
thar labd, and of the nodes tha they judify, in order to ensure that all labds remain
sound,complete, consstent and minimal (as explained in Section 5.1). Asargued in [25,
28], the domnant factor driving the computationd effort required by labd propagation
in this case is the depth of the scenario space (i.e. thelength of thelongest path from an
assumption or fact to a piece of evidence or hypohess it entails), and the time
complexity of scenario space synthesisis exponential with regard to this factor.

In order to determine whether thisissueis a seriousone a significant nunmber of case
studies would have to be performed. However, discussonswith crime investigaors and
forengc scientists, as well as the ongong development of a sample knowledge base,
indicate that crime scenarios tend to be explainable with causal arguments of
manageable lengths (i.e. oneor two digit numbers).

Storing the space of al possible scenaios may impos significant storage
requirements. However, when compared to other approaches tha store a space of modds
such as the Graph of Modds [1], the approach presented here is far more econonical.
Because only scenario fragments are indantiated rather than entire scenarios the
common parts of different scenarios need only be stored once. In theory, if a scenaio
space represents m different scenarios tha have ¢% in common, and each modd has a
space requirement of s, then the space complexity can be as low as O(c( s+(1-¢)( m( s),
rather than O(m( s) when all modes are stored explicitly. For large values of m and when
cisnottoocloseto 0, c( s+(1-c¢)(m( s<<m(s.

5.3 Analysis of the scenario space

The ATMS / condructed by the algorithm described in Section 5.2 contains a space of
all scenaiosthat can be constructed with the knowledgebase and tha produce the given
set of evidence O. This section shows how the information contained in this ATMS can
be exploited to answer the first three types of quey mentional in Section 3.1. The



approach taken herein involves trandating queies into forma ATMS nodes and
judifications thusenabling the existing ATMS labd propagdion to answer the queies
of interest.

Formally, any consstent conjundion of assumptions tha entails all pieces of
evidence (in % conditutes a possible world for the case unde investigaion. Any set of
assumption W such tha

and the consquences of those assumptions describe a plausble crime scenaio.
Therefore, all the scenarios contained in the ATMS can be retrieved by computing the

labd for the conjundion of the pieces of evidence in O. Let n, bean additiond noce
added to / andjudified as:

No <= A (e=0oY! (e)

Then, thelabd L(ng) containsall the environments from which plaugble scenarios can

be produeced. This knowledge enables the decision suppot system to answer the
following questions

¥ Which hypotheses are supported by the available evidence? Every hypohesisthat
follows from a plaugble scenario is suppoted by the available evidence. That is, a
hypoteses & is suppoted by the evidenceif it follows from an environment of the
|abel of n;

AW € L(np), = ?n(h) Eq. 1

where #(e) refers to the nodetha denotes e in % Thus if the labd of 4 is not
empty, then tha hypothesisis suppoted by theavailable evidence.

For indance, in the scenario space generated for the ongoing example, the labds
of both n and the node#{(suicidal-death(johndoe) (i.e. the noderepresenting the

hypothesis tha the death of johndoe was suicidd) indude the following
environment:

W,icide ={suicidal (johndoe), suicide-action (hanging, johndoe )}

According to Eq. 1 it therefore follows tha the suicidd desth hypothesis is
suppoted in this case.

¥ What additional pieces of evidence can be found if a certain scenario/hypothesis
is true? All the states and events, induding pieces of evidence, tha are logical
consequence states and events in plaugble scenaios are generated in the forward
chaning phase of the agorithm. Therefore, / will contain nodes representing
pieces of evidence that are produced in certain scenarios but were not collected in
0. As with the hypoheses, the labds of these nodes describe the environments
(and hence, the scenaios) unde which these pieces of evidence are expected.

Unlike hypotheses, evidence can not be considered a logical consequence of a
plaugble scenario. Inde=d, evidence is nomally the result of an investigdive
action as well as an interpretation by a human investigaor, some laboratory
equipment or acombination of both. Theformer isrepresented by an investigaive
action assumptions whereas the latter is described by one or more default
assumptions In order to incorporate these condderationsiin the andysis, let I,



denote the set of al investigaive actionsin the scenario space / and let D denote
the set of all default assumptionsin the scenario space /.

Consde an environment W in !/ tha corresponds to a paticular scenario in the
scenaio space. A piece of evidence e can then be expected in the scenaio
correspondngto W if aif apossible world W exist that suppots the evidence and
where W congsts only of assumptionsfrom W, investigative action assumptions

and default assumptions
Aw,eL(n(e)).w, 1w, < (1UD) Eq.2
This definition can be extended to discover whether a piece of evidence can be
expected given ahypothesis 4 if Wisan environment taken fromthelabd of A:
AW, L (n(h), AW, €L (1())We /W, € (TUD)

In the ongoing example, this technique can establish tha in the suicide scenario,
the investigator can expect that a forensc psychological evaluaion by a given
forendc psychologist, say frasier, will determine tha johndoe has had a suicidd
state of mind prior to his death. Formally, this new piece of evidence is
represented by the predicate psychological-
evaluation(frasier,suicidal(johndoe)) anditslabel is
{{suicidal(johndoe),
psychological-examination(frasier,state-of-mind(johndoe)),
correct-diagnosis(frasier,state-of-mind(johndoe))}}

The sole environment in this labd congsts of one conjecture suicidal(johndoe),
which is aso in W;.iqa1» ON€ investigaive action assumption psychological-

examination(frasier,state-of-mind(johndoe)) and one deault assumption
correct-diagnosis(frasier,state-of-mind(johndoe)). Following Eq. 2Eq. 2Eq. 2,
this implies tha the new piece of evidence can be found should the scenario
entailed by the environment Wy iige betrue

What pieces or sets of additional evidence can differentiate between two
scenario/hypotheses? Let W, and W, be two environments each entailing a

scenario, and let 4, and h,, be two hypoheses. Then any set of pieces of evidence
O' tha can befound if W (or h)) istrue butare inconsistent with W, (or 4,) can

differentiate between the two scenarios (hypotheses). However, because evidence
are the observable consquences of particular scenaios, hard incongstendes
between a scenario and a piece of evidence is very rare.

An dternaive method, and more relaxed, approach to establish evidence
collection strategies conssts of search for sets of pieces of evidence tha logically
follow from a given environment W, and which do not logically follow from W,

or any of its congstent supasets.

In the sample knowledge base devised for this paper, for indance, a medical
examination of the body of thevictim johndoe may unwver defengve injuries of
johndoe. In the current (incomplete) version of the knowledge base, defensve
injuries can only be explained by attempts by anothe person to overpower
johndoe in order to murder him. An examindion of the eyes of johndoe may



revea tha johndoe has peechiae. However, peechiae is a conequence of
asphyxiation and can be explained unde scenarios describing suicidd, homicidd
and accidental desths Therefore, it is posible to determine tha a search for
defensve injuries on the body of the victim is a more effective evidence collection
strategy than an examinaion of the eyes of thevictim.

But, athoughthis approach for generating evidence collection strategies can be
useful, it is crudaly dependent on complete knowledge of al possble
(reasonable) causes of plaugble states and events. Thee are two important
problems with this approach. Firstly, it provides no means of assessing the qudity
of the available evidence. Secondly, it provides no means of measuring the
relative bendit of investigaive actions that is pat of an evidence collection
strategy tha meets thecriterion.

In order to deal with these limitations ongoing research is devising methodsto
extend the approach described in the pgpoe with ameansto measure the qudity of
the available evidence and the impact of additiond investigative actions The
current focus is on the generation of Bayesian Networks to calculate the
probability of plaugble states and events in the scenario space and the use of
information theory to compute entropy in the scenaio space as an assessment of
qudity of evidence before or after evidence collection efforts [27].

6 Application

Thetheoretical ideas presented in the previoustwo sectionshave been developel into a
prototype decision suppot software. This section briefly discusses how this prototypeis
employed.

6.1 User input

After theinitial set up of the application, which involves choosng a knowledge base and
starting a new session, the user/investigator mug specify which facts and evidence are
available in the given case. Asit is not reasonable to assume that the user can specify
these by means of formal predicates matching those in the knowledge base, the
knowledgebase containsoneor more taxonomies for both facts and evidence.
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Figure 10: Interface for entering facts/evidence

For ease of reference, multiple taxononies may organise the same set of facts or
evidence according to different perspectives. Within each taxonony, evidence is
organised according to various distinctive attributes, such as the type of object tha
conditutes the evidence or the evaluaion method tha generated it. Once the user has
foundan item tha correspondsto the appropriate piece of evidence, (s)heis required to
enter some further details to hdp to uniqudy identify the people and objects involved in
the piece of evidence. Figure 10 shows a screenshot of the application as a user enters
theddails of aparticular piece of evidence.

6.2 System output

Once al the available evidence and facts have been entered into the system, the user
may choo® to generate the scenario space. Once entered, three types of andysis become
available.

First, the system can display the hypotheses congstent with the available evidence,
and which plausible scenaios suppot them. Figure 11 shows a screenshot of the
application where the hypoheses are displayed in a taxonomy. As indicated, the
software has identified three hypoteses tha are consstent with the evidence: suicidd
death, homicidd desth and accidental death. Clicking on a hypohesis causes the
interface to display the minimal scenaios tha suppot the selected hypohess, and
clicking on oneof thedisplayed scenarios causes that scenario to be shown
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Figure 11: Navigaing scenariosaccording to hypotheses

Currently, scenaios can be visudised in two different ways. The default approach
summarises the scenarios by listing the assumptions they are based on and the
hypotheses they suppot. Thisis a goodrepresentation to quickly identify the distinctive
features of a scenarios as it hides the undelying causal reasoning. Another view of a
scenaio represents a causal hypergraph, smilar to the one shown in Figure 3. Causa
hypegraphsare paticularly suitable for describing causal reasoning, and therefore they
are auseful tool to explain a scenario to theuser.
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Figure 12: Queryingthe scenario space

Secondly, the user can quey the system for scenarios tha produe certain evidence
and suppot certain hypotheses. This is a useful facility for wha-if andyss. For
example, the investigator might note that a Qutting ingrumentQ say a knife, has been
recovered from the crime scene and wonde's whether this rules out accidental degth. As
Figure 12 demondrates, the system can answer this type of question by requesting it to
search for a scenaio tha suppots the available evidence, the discovery of a knife near
the body and the accidental desth hypotesis. In respong, the system generates such a
scenaio by suggesting tha the victim may have engaged in autoerotic activities and
aimed to use theknife to cut therope
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Figure 13: Additiond plaugble investigaive actions

Findly, the decision suppot system can suggest additiond pieces of evidence tha
may be collected if a given scenaio were true. Whenever the user has selected a
scenario generated by the system (usng oneof the aforementioned two facilities), (s)he
may request additiond evidence tha could be discovered if the selected scenaio were
true In respong, it will display the dialog box shown in Figure 13, which shows the
additiond evidence and theinvestigaive actionsrequired to unover it.

7 Related work

Section 2 has highlighted some of the difficulties of major crime investigaion.
Genegally spesking, crime detection and investigation is a complex problem, involving
the collection and maintenance of large amount of daa and expet knowedge As a
result, a significant body of research has focused on the development of decision support
systems (DSSs) to aid law enforcement agencies in this task. Although a deailed
literature review is beyondthe scopeof this pgper, this section presents a brief overview
of related work.

7.1 Evidence Evaluation

A nunmber of different strandsof research has focused on reasoning about evidence (see
[42] for adetailed survey).

Argumentation research has devised methods[46, 51] and todls [7, 30, 48] to modd
legd reasoning. This has alowed recent studies into the representation and
categorisation of forms of legd arguments aboutevidence [50] and its relation to logics
for defeasible argumentation [36]. While the system presented here automatically
geneates relatively ssimple representations of scenariostha are not necessarily suitable
for use in the coutroom these causal modds, which describe how hypohetical



scenaios are related to evidence, may form a useful inputin the congdruction of valid
legd arguments.

Probabilistic expert systems employ Bayesian inference to compare two alternaive
hypotheses, typically a theory suggested the prosecution with one proposd by the
defence, based on the available evidence [9]. As such systems rely on prespecified
Bayesian Networks[34], they are used to evaluae individud pieces of evidence in terms
of how well they suppot one propostion over another. Typica applications of such
systems indude the andysis of possible crosstrander of DNA materia [2], and the
profiling of mixtures of DNA material [33]. Recently developed methods for
compostiond moddling of Bayesian Networks [28] will enable the integration of such
probabilistic knowledgeinto this work.

Othe important research concerns the validity of evidence rather than its
implications ADVOCATE, for indance, is a expert system designel to evauae the
credibility of eye-witness statements based on the conditionsin which ther observations
were made [4].

7.2 Decision Support Systems in Crime Investigation

In addition to systems tha reason about evidence, a nunber other types of DSS for
crime investigaion have been developed.

One group of DSSs formalise expert knowedgein theform of a conventiond expert
system [37]. For example, AREST [3] is an expeat system designed for profiling
sugpects of armed robbeies. InvestigAide B&E [47] is an expert systems designed to
suppot the processing and investigaion of breaking and entering cases. It suppots
activities such as gathering and recording case daa and provides useful information such
as sugpect characteristics and similar cases.

Anothe group of DSSs apply knowledge discovery and daa mining techniques to
databases containing past cases, police reports and intelligence daa. The approaches
employed rangefrom data visudisation [20] to theuse of more formal statistical andysis
[15]. Good examples of mature applicationsin this area indudethe COPLINK suite of
tools [6, 21] and RECAP [5]. COPLINK is a tool aimed at providing an information
extraction facility tha integrates data from multiple police forces. RECAP (REgiond
Crime Andysis Program) is a tool tha seeks out paterns of similar modusopeaandi in
an effort to identify organised crimes.

A find group of systems employ Case Based Reasoning (CBR) methodsto hdp
investigators discover similar past cases and solution methodsthat correspondto those
past cases. In the context of crime investigaion, CBR systems usually perform andysis
tasks by means of predefined sets of information. They are particularly suitable for
andysing volume crime and repeat victimisation [38, 39]. Typical applicationsindude
the categorisation of therisk of electronic commerce transactions[24], the categorisation
of crimes and retrieval of cases with similar profiles in burglary [40], the differentiation
between hodile intrusons of computer systems and other anomalous transactions[16]
and identification of crimes with similar modusoperandi and potential repeeat offendes

[45].



8 Conclusion and future work

This pgoe has introdued a novd type of decison suppot system for crime
investigation, onecapéble of generating hypoteical crime scenariosfrom evidence and
suppoting the creation of evidence collection strategies. It tackles the problem by means
of aknowledgebase tha captures thefirst prindples undelying human undestanding of
how events can generate certain pieces of evidence. An algorithm has been presented
tha employs this knowedge base to abdudively create plausble causes of individud
pieces of evidence and compose them into a network that represents a space of plaudgble
scenaios The paper has aso described a numbe of techniques to andyse a generated
scenaio space to suppot the formulation of evidence collection strategies.

Thework presented here has some limitationsthat mug be addressed in future work.
Mog importantly, the DSS is not yet able to produce evidence collection strategies.
Evidence collection strategies are effective if they are able to reduce the numbe and
diversity of mog likely scenarios As such, this feature requires a means of measuring
thelikelihoodof scenario, which is notpresent yet in the existing work.

A nunber of different approaches are possible. The conventiond approach, based on
Shannon® information theory [44], is the maximal entropy redudion technique
amongs others, applied to classifying faultsin the modd based diagnasis literature [12].
This approach requires tha the likelihoodis measured by probabilities and this can be
accomplished by extending the existing approach with a compostiond moddler for
generating Bayesian Networks, such asthe onepresented in [27].

The use of Bayesian inference methodsnot only allows a straightforward extenson
of the work presented here, it is adso very smilar to the evidence evaluaion
methodobgy favoured by the forendcs statistics community and some major forensc
laboratories such as the Forensc Science Service [9]. However, it is adso rather
controversial [41]. Therefore, symbolic reasoning methods such as symbolic preference
handling methods [13], can be employed as dternaive method of measuring the
likelihoodof scenarios However, new methodobgies for evaluaing the effectiveness of
evidence collection strategies mug be developeal if the likelihood of scenarios is
assessed by a symbolic approach.

Another important extengon involves the representation of events and states in time
and space. Althoughthe discussionin this pgoer has avoided these issues, the presumed
gpatial and temporal location in which hypohetical states and events occur can have a
significant effect on the likelihood of scenarios. In orde to incorporate such
congderations in the present work, the existing DSS will have to be extendal with
representationd formalisms tha can describe quditatively distinct locations of objects
and events in time and space, as well as correspondng inference mechanisms. Event
calculus [29] and situaiond calculus [31] are examples of potential approaches to
implement this feature.

Findly, it should be pointed out tha while the example knowledgebase employed to
illugrate the ideas in the pgoe contains some realistic and origind example, it is by no
means complete. In future work, this example will be extended subgantially and a tool
will bedeveloped to do edit, verify and validate this and other knowledgebases.
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